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EXTENDED ABSTRACT

Introduction

Vehicle theft remains a critical concern for owners and insurance companies. In Iran
alone, tens of thousands of vehicles are stolen annually, with an average theft time of less
than 2.5 minutes. Approximately 40% of all recorded thefts involve motor vehicles. This
research presents a novel three-layer hybrid security system. The main innovation lies in
intelligently combining three independent authentication methods: fingerprint biometric
recognition, RFID technology, and keypad-based code entry. The system is programmed
using an Arduino microcontroller. The electronic circuit is architected such that critical
vehicle processes (switch activation, ECU wake-up, fuel pump operation, and ignition
initiation) are enabled only upon successful verification of all three layers. Following
design, the system was installed on a four-cylinder inline engine and subjected to multiple
field tests under real-world conditions.

Materials and methods

Initially, a database containing fingerprint data, RFID cards, and keypad codes is created.
To start the engine, the user first places their finger on the biometric fingerprint scanner.
The Arduino processes the data and verifies it against the database. If correct, the system
proceeds to the RFID reader. The RFID module scans the card; if the data matches, the
system proceeds to the keypad. The user then enters a predefined numeric passcode. If all
three steps are successful, a relay activates and the engine starts (Figure 1).
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Figure 1. Flowchart of the authentication process for the three-layer anti-theft system
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Fingerprint sensor-based authentication mechanism

Biometric identification systems utilize individuals' unique physiological characteristics.
Fingerprint recognition was selected due to its high accuracy, pattern uniqueness, cost-
effectiveness, and ease of integration. The fingerprint sensor provides initial identification.
The Arduino then outputs a voltage indicating whether the fingerprint is accurate. If correct,
the process proceeds to the RFID reader.

RFID card-based authentication mechanism

The RC522 RFID Reader module (operating at 13.56 MHz) generates an electromagnetic
field. When an RFID tag enters this field, it becomes activated and transmits data via radio
pulses. The reader receives and processes this data. Upon successful verification, Arduino
pin 7 activates relay pin 85, redirecting current to power the fuel pump, starter, ignition
system, and injectors. Once activated, the system allows a 5-minute window for engine start
before requiring re-authentication.

Activation code-based authentication mechanism

A numeric keypad is used for entering a predefined activation code. The system compares
the entered code with the stored code. After three consecutive incorrect attempts, an alarm
buzzer activates for 20 seconds.

The final prototype board uses an electromotor as a performance indicator instead of an
actual fuel pump, starter, and injectors. The RFID module and fingerprint sensor operate at
3.3V, while the keypad, LCD (16x2), 12C, buzzer, and relays require 5V. The electromotor
(simulating the vehicle system) requires 9V and 12V. This multi-voltage architecture
ensures coordinated operation of all components.

Results and discussion

To evaluate system performance, ten repeated measurements were conducted for each
authentication layer. Table 1 presents the response times for fingerprint scanning, RFID card
reading, and activation code analysis.

Table 1. Time required for each authentication mechanism

Test No. Fingerprint (s) RFID (s) Keypad Code (s)
1 3.6 2.0 3.6
2 3.8 22 3.8
3 3.5 2.5 35
4 3.7 2.1 3.7
5 39 22 39
6 3.8 2.6 35
7 3.7 24 3.7
8 3.6 29 3.8
9 39 24 35
10 3.5 2.7 3.6

Average 3.7 24 3.66
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The results show that the RFID layer demonstrated the fastest response time (2.4 seconds),
while fingerprint scanning was the slowest (3.7 seconds). The keypad code analysis
required 3.66 seconds. The total authentication time for all three layers is 9.76 seconds.
System stability was confirmed with timing variations below 0.5 seconds per layer across
all tests. As shown in Figure 2, the RFID layer was fastest and fingerprint scanning slowest.
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Figure 2. Average response time of each authentication mechanism (fingerprint, RFID, and
keypad)

Field tests on a four-cylinder inline engine confirmed that the system effectively prevents
unauthorized engine activation when any authentication layer fails (including fingerprint
mismatch, unauthorized RFID cards, or incorrect code entry). The system performed
without failure across all test scenarios, demonstrating high reliability. Compared to
industrial standards, this performance is within acceptable ranges, maintaining high
security with practical response speeds.

Conclusion

This research successfully designed and constructed a multi-layer vehicle anti-theft
security system combining fingerprint biometrics, RFID technology, and numeric keypad
authentication using an Arduino microcontroller. The RFID system was fastest (2.4 s
average), while fingerprint scanning was slowest (3.7 s average). The keypad code analysis
required 3.66 seconds. Total system activation requires 9.76 seconds. The electronic circuit
can condition switch activation, ECU wake-up, fuel pump operation, and ignition initiation
upon successful verification of all three layers. The system prevents activation until correct
information is received from all layers. Field tests on a four-cylinder inline engine confirmed
effective prevention of unauthorized access. This novel solution offers a multi-layer security
approach with appropriate response times, representing an effective step toward enhancing
vehicle security with high potential for automotive industry applications.
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