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The development of Internet of Things (IoT) devices leads to
increased tasks and resource workload imbalance, which leads to
a decrease in Quality of Service (QoS). In order to control resource
workload, the use of Software-Defined Networking (SDN)
provides efficient solutions for load-balancing with the aim of
improving the QoS in IoT applications. Task growth can lead to
overloading of some SDN controllers and reduced resource
efficiency, necessitating the use of effective load-balancing
approaches. In this research, a task migration-based load-
balancing approach is presented, in which overloaded controller
tasks are selected based on the least internal dependency and
assigned to underloaded controllers with the most external
dependency and the least communication cost.

The proposed method is implemented in the Mininet environment
with the RYU controller and compared with the conventional
SMSC, DLBM, DHA, and CAMD approaches. The evaluation criteria
include response time, migration cost, migration count, energy
consumption, and processor resource utilization in ARN, Atlanta,
and NSF topologies. Simulation results show that the proposed
method reduces the controller response time by 36.3%, migration
cost by 43%, migration count by 26%, energy consumption by
21%, and resource utilization by 19.7% on average compared to
the compared approaches. These results indicate that
dependency-based task migration for load-balancing can
effectively improve QoS parameters and increase user satisfaction
in real IoT networks.
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EXTENDED ABSTRACT

Introduction

Today, IoT devices generate a huge volume of tasks, which poses challenges in
overloading network resources and achieving improved QoS. To achieve optimal
management of [oT resources, SDN can be used to provide improved QoS. In the SDN,
multiple large-scale controllers with a distributed control scheme are proposed to
address the issues related to availability, flexibility, and scalability of the loT network.
Therefore, as [oT tasks increase, the processing capacity of some controllers will exceed
the threshold, which will lead to overload of some controllers and affect the QoS and
network performance. To meet the QoS given the controller capacity limitations and the
growth of user tasks, the load-balancing issue must be addressed effectively.

This research aims to manage the workload of controllers in the SDN- based IoT
architecture and presents an effective approach called "load-balancing based on switch
task migration". In the proposed approach, response time from the users' direction and
energy consumption and resource efficiency from the service providers' direction are
examined.

Methodology

In the SDN-based IoT, to deal with limited controller resources, the task migration
technique from an overloaded controller to an underloaded controller is used with the
aim of load-balancing in the network. Network migration techniques are also used for
other purposes such as reliability, energy management, response time reduction, and
overall QoS improvement. Migration concepts may be expressed with or without
considering the dependencies of tasks on switches. Storing information about these
dependencies in controllers can improve task migration performance and reduce
related costs, such as time lost during migration and the number of migrations. In this
situation, the controller can improve the QoS in the network by deciding on the
migration of tasks between controllers, taking into account the dependency of tasks on
switches, such as internal and external dependencies, and resource sharing.

In the problem of assigning switch tasks to controllers, there are three key sub-
problems whose solution is essential to optimize network performance and maintain
QoS. The first sub-problem is when the task migration should occur. The second sub-
problem is which task should migrate. The third sub-problem is which controller the
task should migrate to. To solve the first sub-problem, the controller's energy
consumption is considered to exceed the threshold in order to overload the controller.
To solve the second sub-problem, tasks are prioritized for migration based on the
internal dependencies of tasks on switches in the controller. To solve the third sub-
problem, the task migrates to the controller containing the highest external dependency
and also the lowest communication cost. As a result, by placing the tasks of related
switches in the controllers, the energy consumption parameter is reduced and some
network parameters are improved.

In general, the proposed method consists of three steps.
Step 1: Prioritize tasks based on dependency matrix
Step 2: Find tasks based on internal dependencies for migration
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Step 3: Select appropriate controller for task mapping

Results and discussion

The experiment was conducted on the Mininet platform with RYU controllers based
on the Python programming language under the Apache 2.0 license. RYU is the most
suitable controller available for flexibility and reliability in a large-scale SDN-based IoT
environment. Also, the Java-based Mininet simulator is designed for SDN, which creates
a topology consisting of servers, switches, controllers, and virtual links.

This research has conducted simulation experiments using a PC with Intel Core i7
CPU@3.40GHz and 12GB memory running Windows 10 and Virtualbox Ubuntu 16.04
operating system with Linux kernel version 4.4. The input task streams are generated
by the Iperf tool and for each task stream, the switch sends the packet_in event to the
controller.

To evaluate the performance of the proposed method, a comparison is made with
four related approaches. SMSC, This approach considers static mapping between switch
and controller and does not follow load-balancing technique. DLBM: A load-balancing
approach that selects the switch with the highest transfer rate from the overloaded
controller and randomly migrates to the nearest underloaded controller. DHA: This
approach randomly selects the switch with the maximum load deviation from the
overload controller and migrates to the underload controller with the highest
remaining capacity. CAMD: Selecting the switch with the lightest workload and
migrating to the under-loaded controller from among the set of under-loaded
controllers is suggested.

The performance metrics used to evaluate the performance of the proposed method
include response time, migration cost, migration number, energy consumption, and
resource efficiency. The results show that the controller response time decreases with
increasing workload compared to the proposed approach compared to the other four
approaches. The proposed method reduces the migration cost by being more accurate
in selecting the destination controller. In fact, the proposed method selects the task
based on the least internal dependency on the overload controller switches for
migration and considers the minimum migration cost during destination controller
selection. Also, the proposed method migrates tasks based on priority and assigns them
to controllers with high external dependencies on switches, which reduces the number
of migrations, resulting in lower energy consumption than other approaches. Due to
task migration based on dependency analysis and communication cost, it has led to
more targeted use of controllers' processing resources, which brings the highest
resource efficiency.

Conclusion

As 10T becomes increasingly popular in various applications, the issue of managing
input tasks is crucial for optimizing the performance of IoT applications. The IoT
network with congested tasks requires load-balancing techniques to ensure QoS. SDN
is proposed to meet the QoS requirements of IoT applications and simultaneously
balance traffic between controllers based on available capacity. This research focuses
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on task migration-based load-balancing in SDN control level controllers to manage and
improve network performance, which aims to effectively allocate switch tasks from
overloaded controllers to underloaded controllers.

The load-balancing technique based on task migration is implemented on each
controller and is activated when the controller load is unbalanced. In the proposed
method, the energy consumption is used for the controller's workload status in the
network. Response time, migration cost, migration number, energy consumption, and
resource efficiency were used as performance comparison criteria for load-balancing
controller approaches. Simulation results show the effectiveness of the proposed
method.
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Pseudocode 1 shows the energy consumption of the controller algorithm.
Input: T = [ty, tz, ..., tn], DataSize [i], Processing rate_j, Threshold, W;
Output: E_total, Overloaded = True or False
Algorithm:
E total 0
for each task ti in T do:
PTi « DataSize [i] / Processing rate j
Ei« PTix W;j
E total < E _total + E;
if E_total > Threshold then
Overloaded « True
else
Overloaded « False
return (E_total, Overloaded)
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Pseudocode 2 shows the dependency matrix algorithm.
Input: T = [ty tz, ..., tn] , S=[51, S2, ..., Sm] , interactions[n][m]
Output: D[n][m]
Algorithm:
for each task ti in T do:
total_interactions =0
for each switch sjin S do:
total_interactions += interactions [ti][si]
for each switch sj in S do:
if total_interactions == 0:
D[ti][sj] =0
else
D[ti][sj] = interactions][ti][s;] / total_interactions

Return D
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I_Dependency (t1) = -0+ -y + - ="2
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Pseudocode 3. Task selection algorithm with minimum internal dependencies.
Input: D[n][m]
Output: SelectedTask
Algorithm:
min_internal_dependency = + o
SelectedTasks = None
fori < 0ton-1do
internal_sum=0
forj«— O0tom-1do
if Switches[j] € ControllerSwitches then
internal_sum += D [i][j]
if internal_sum < min_internal_dependency then
min_internal_dependency = internal_sum
SelectedTask = T[i]
return SelectedTask
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Pseudocode 4 shows the select target controller algorithm.
Input: t, Overload_Controller, CandidateControllers, E_Dependency[t][C],
CommCost[Ci][C]], o, B
Output: TargetController
Algorithm:
maxComm <« 0
for each C in CandidateControllers do
if CommCost[Overload_Controller][C] > maxComm then
maxComm «— CommCost[Overload_Controller][C]
bestScore « -
TargetController «— None
for each C in CandidateControllers do
dep < E_Dependency[t][C]
normCost «— CommCost[Overload Controller][C] / maxComm
score «— a * dep + B * (1 - normCost)
if score > bestScore then
bestScore «— score
TargetController «— C
return TargetController
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