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An appropriate platform for modeling and simulation, with a steep and
accelerated learning curve, is essential for analyzing the time
complexity or runtime behavior of algorithms. Leveraging methods
based on the SystemC library routines within the structure of an
electronic system enables implementations that significantly enhance
the performance of cryptographic models. This structure provides one
of the critical security and performance attributes namely, algorithmic
time complexity or execution time—which serves as a safeguard
against potential attacks. The SystemC-based methodology is widely
employed for system-level modeling, architectural exploration,
performance evaluation, software development, performance
verification, and high level synthesis. It is frequently integrated with
Electronic System-Level (ESL) design and Transaction-Level Modeling
(TLM). However, applying SystemC in security oriented simulations
typically requires modifications to existing code, thereby increasing
the complexity of the modeling process. One of the key advantages of
this approach, without necessitating any code alterations, is the
adoption of Aspect Oriented Programming (AOP), which can be
effectively utilized for both security simulation and cryptographic
modeling. Consequently, the model can be evaluated within a
functional verification environment without introducing any changes
to the original code. This model is implemented using an aspect-
oriented extension of the C or C++ languages, which functions as an
aspect-oriented  programming language. Simulation results
demonstrate that the integration of the aspect-oriented approach
imposes negligible overhead on simulation runtime or executable file
size. Nevertheless, this methodology substantially increases
cryptographic flexibility in assessing diverse security conditions.
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EXTENDED ABSTRACT

Introduction

A cryptographic system is considered to be the fundamental and primary principles in a
computer system that implements the ability to perform cryptographic operations. Such
systems include secure email systems that use methods such as digital signatures, hash
functions, and key management techniques. Software engineers face challenges in their
efforts to ensure the accurate implementation and integration of cryptographic algorithms
into these systems while maintaining performance and constraints. Using the SystemC
library methods and functions, which are based on a standard language for modeling and
verifying complex systems, is expected. SystemC is a set of C++ classes and macros that
provide a simulated event-driven interface. This environment, considering that security is
considered in relation to both software and hardware domains, provides different methods
for assessing the security posture at different stages of the design. Thus, it allows for
comprehensive testing and validation, ultimately resulting in more reliable and secure
cryptographic systems. However, most methods require developers to modify the SystemC
library program code to create and detect errors. Therefore, aspect-oriented programming
introduces a structure that no longer requires modifying the source code of cryptographic
algorithms and allows for efficient separation of distinct issues through clear
modularization. There are different methods for assessing the security situation at different
design stages, of which simulation is one of the most common options. Through simulation,
it is possible to understand the inherent resistance of the system against attack, as well as
examine and compare different defense mechanisms.

Methodology

Aspect-oriented programming (AOP) is a paradigm that aims to increase the modularity
of different parts of an application by separating them into sections. To do this, additional
behavior is added to the existing code without changing the original code. An instance or
phenomenon can contain multiple pieces of information code at the same time, where each
piece of information is associated with a slice. There are three types of information code:
before, after; and in the middle. These different types of information code allow developers
to control the flow of execution before, after, or in the middle of a particular join point,
providing flexibility in cross-management. The goal is to create a representation model in
SystemC using the aspect-oriented programming method. To achieve this goal, the
cryptographic processes implemented by the representation cryptosystem were divided
into many modules. Figure 2 shows a set of proposed representation models and theories.
The SystemC representation model diagram shows their module interconnections using
AspectC++ and aspect-oriented programming. The SystemC representation model of
aspect-oriented programming consists of 6 parts. The proposed functional verification
environment for the PRESENT model uses the transaction-based verification environment
in SystemC. The system has a reference model that provides a comprehensive design
description and is run concurrently with the PRESENT model to evaluate the simulation
output results. The reference model manages the module interactions at the transaction
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level instead of simulating signals. A module that randomly generates encryption keys and
texts for the reference and proposed models.

Results and discussion

This section focuses on evaluating a set of proposed SystemCAOP models and theories and
analyzing the effects of using SystemC and AspectC++ in ESL on cryptographic architecture. The
fault detection capabilities were evaluated using two scenarios, pure SystemC and SystemCAOP.
In addition, a fault detection scheme was used for this evaluation [6]. To do this, the AspectC++
and SystemC simulation kernels were used to evaluate and compare the results of the PRESENT
SystemCAOP environment. The findings indicate that incorporating AOP into the SystemC
framework does not degrade the detection capabilities of the design models. The margin of error
associated with the measurement method employed (Linux commands) is negligible and thus
does not affect the accuracy of the simulation results. The results show that using the AOP
approach to integrate the Input_Interface, Database, Controller_Unit, FDS, and Output_Interface
modules into the SystemC model has no significant effect on the simulation execution times. This
indicates that the additional complexity introduced by the AOP approach does not significantly
affect the simulation performance. Therefore, it can be concluded that the integration of AOP into
SystemC does not have a significant impact on kTime and uTime in this particular study. In an
aspect-oriented programming, one thing that should be considered when evaluating the impact
of AOP is the resulting executable file size. Table 3 shows the sizes of executable files produced by
AspectC++ and the SystemC kernel in two scenario situations.

Conclusion

This study presents a SystemC model for the electronic system level based on aspect-
oriented programming (AOP). A functional verification environment is recommended to verify
the model performance, simulation time, and executable file size. The verification environment
includes test benches, stimulus generators, and coverage monitoring to ensure the accuracy and
completeness of the model. In addition, the verification environment facilitates the detection of
potential design defects and helps in model troubleshooting. Furthermore, it provides a
comprehensive framework for evaluating the performance and reliability of the PRESENT
SystemC model under different conditions. Simulation results show that the efficiency of the
AspectC++ model and the PRESENT module texture have minimal impact on the simulation time
and executable file size. In addition, the proposed PRESENT SystemC aspect-oriented program
model exhibits greater modularity and maintainability compared to conventional methods.
Furthermore, the proposed techniques for error injection and detection are viable and efficient
in evaluating the resilience of cryptographic schemes against error attacks. Simulation time is
minimally affected by AOP, which proves its usefulness in evaluating security domains by
minimizing efforts and errors. Furthermore, the AOP approach facilitates customization and
modification of the error injection/detection mechanism to adapt to unique cryptographic
systems. The flexibility of this method allows its use in various security situations, thereby
increasing its efficiency in evaluating the strength of cryptographic schemes. In summary, the use
of AOP in SystemC modeling has the potential to improve design consistency and productivity in
electronic system-level development.
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SystemC o | Fac> owgiasl, PRESENT jlsgas ¥ JSo

SC-MODULE (Inout-Interface)

Input_Plaintext(...)

Input_Key(...)

SC-CTOR (Inout-Interface)

A

SC-MODULE (PRESET)

SC-MODULE (FDS)

SC-MODULE (Controller-Unit) SRS () Fault_ PRESET_ Detection (...}
<
PRESET_ Controller (...) Sbdyer 0 Fault_ PRESET_ Analysis (...)
SC- CTOR (Controller-Unit) player (..) SC-CTOR (FDS)
KeyUpdate (...)
SC-MODULE (PRESET) SC-MODULE (Database)

Variables (...)
SC-MODULE (Output-Interface)

Constantes ()
PRESET_ Clipertext ()

SC-CTOR (Database)
SC- CTOR (Output-interface)

(PRESENT module) suus eals i les Jojblo
Olles VoSl 5o a8 pglailen ams oo plonl |, PRESENT ,liShe) 5 (6850, sloans]® Jgile ol
)58 50, Cales 5 45 S o el Sllae PRESENT LodlS cams so plosil |y oigllsg Jgile ol el o0 el

Qe oo plwil]) (699)9 by (oliS 50, 5

Algorithm 1: The PRESENT module
SC_MODULE (PRESENT) {

SC_CTOR (PRESENT) void

PRESENT: :addRoundKey (..) void
PRESENT: :sBoxLayer (..) void
PRESENT: :pLayer (..) void
PRESENT: :KeyUpdate (..) }
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Algorithm 2: The Controller Unit
SC_MODULE (Controller Unit) {

SC_CTOR (Controller Unit)

VoidController Unit:PRESENT Controller (
)}

(Input Interface) go9,9 &,
S o oy 1050 el 00 s b5 )| SSgp Jawgs a5 Slaseie Jlis 4 1) ools b, adlge ol
sl ol j0 a5 aiS o el | &l 9o INput_Interface Jgsle coosl oo ools lad ¥ o 16501 10 a5 jshailen
a ) 695,5 slaply 5 0iS o el 1, Input_Key(..) 5 Input_Plaintext(..) sls :ams o ploil 1) 55 casllsg

(0l sl S YWWA L AL —oole (e (6l con PF) S oo el 5L3 0550 (5031

Algorithm 3: The Input Interface
SC_MODULE (Input_Interface) {

SC_CTOR (Input_Interface)

voidInput Interface:Input Plaintext (..)
void InpuE_Interface:Intpat_Key(m) }

(Output Interface) =95 Wl
Output_Ciphertext(...) s,Shee g a5 oo 23k bl g B a1, 00y 63550, b, Jgile o
&S e el |

i Algorithm 4: The Output Interface

! SC_MODULE (Output_Interface) {

{ SC_CTOR(Output Interface)

; VoidOutput Interface::Output Ciphertext
(..)}

(FDS) cue (pusidi 50

0,651 j0 a5 jelailen sl Uas EHles il ;0 PRESENT Jg5be 5 cdadls FDS  Jg5le anwss 5l s
s Fault PRESENT_Detection(..) :aS o oMl |, o Shae 90 FDS Jgilo el ous ools Lz O
aulp Job o 1) lalls sles oas oo plbxil 1) 55 by FDS Jg5le Fault__ PRESENT_Analysis..)
S e el g 326 | Uas st ol 5 AiS o olulids oad anl (5,135,

Algorithm 5: The Fault Detection Scheme (FDS)
SC_MODULE (FDS) { SC_CTOR(FDS) void
FDS::Fault PRESENT Detection(..) void
FDS::Fault PRESENT Analysis (..)}
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Algorithm 6: The Database

SC_MODULE (Database) { SC_CTOR (Database) void
Database::Variables (..) void
Database::Constantes(..) }
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