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Computer networks play a vital role in communication and data exchange.
However, with the expansion of these networks, the potential for cyber
attacks and unauthorised access has also increased. In the real world,
constant changes in traffic patterns and the emergence of new threats
make the need for rapid and up-to-date training of intrusion detection
models essential. Intrusions encompass illegal activities that compromise
the integrity, confidentiality, and availability of organisational resources. As
a critical component of network security, Intrusion Detection Systems
(IDS) monitor for attacks that may go undetected by traditional firewalls.
However, different types of attacks exhibit unique behaviours, and
enhancing the detection of these attack types remains a significant
challenge for intrusion detection models. In this research, a deep learning
method is proposed that incorporates dimensionality reduction and
optimal feature selection. Initially, Principal Component Analysis was
applied for dimensionality reduction. Subsequently, the Gray Wolf
Optimisation (GWO) algorithm was used to select superior features.
Finally, key features were extracted to determine the presence of an attack
and apply them to a deep Long Short-Term Memory (LSTM) network. The
learning process was conducted using the NSL_KDD dataset. One of the key
aspects of this research was the integration of PCA and GWO to extract the
most relevant features while reducing dimensionality within the dataset.
The results indicated that it is unnecessary to include all features in the
learning model to detect attacks. By minimizing computational load and
reducing the model's learning time, accuracy for attack detection was also
enhanced.
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EXTENDED ABSTRACT

Introduction

Computer networks are crucial for communication and data exchange. As these networks
grow, so does the risk of cyberattacks. To effectively detect and mitigate these threats, intrusion
detection systems (IDS) have become indispensable. However, the diversity of attacks presents
a challenge for traditional IDS.

This research proposes a deep learning approach that combines dimensionality reduction
and feature selection. Principal Component Analysis (PCA) was used to reduce the
dimensionality of the data. Then, Grey Wolf Optimization (GWO) was employed to select the
most informative features. These selected features were fed into a deep LSTM network for
intrusion detection. The present research experiments on the NSL-KDD dataset demonstrated
that this combined approach improves detection accuracy while reducing computational
overhead. By focusing on the most relevant features, better results were achieved than when
using all features.

Methodology

In the current research, initially, the PCA algorithm, an unsupervised linear algorithm, was
used to reduce feature dimensionality. To this end, the initial 41 features were reduced to a smaller
number (e.g., n=15 features) using PCA. Subsequently, a Long Short-Term Memory (LSTM)
neural network was trained with the objective of classifying attacks using these 15 features. In the
subsequent step, the Grey Wolf Optimization (GWO) algorithm, a nonlinear optimization
algorithm that is not capable of varying the feature size, was introduced. In this case, GWO began
its search among the 15 features and ultimately succeeded in extracting the top 6 features. The
LSTM network from the previous stage was used as an evaluation function for the GWO
algorithm. This process was repeated with specific step sizes of n=15, 20, 30. Ultimately, by
selecting the best features, the convergence speed of the network in the training phase was
improved, and consequently, the accuracy of intrusion detection was enhanced. The algorithm
used in this research is illustrated in Figure 1. The workflow is described in detail as below.
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Figure 1. Proposed algorithm.
Preprocessing phase

The data used in this research was from the NSL-KDD dataset, which was collected by the IST
group at the MIT Lincoln Laboratory as the first standard dataset for intrusion detection.

Designing an LSTM Network with 41 Features

In the initial phase of this research, a Long Short-Term Memory (LSTM) neural network was
trained using 41 features. Subsequently, this network was employed to test the output data of the
PCA algorithm and calculate the fitness function in the Grey Wolf Optimization algorithm.

Phase II: Dimensionality Reduction using PCA Grey Wolf Optimization

The less important or unimportant features were removed from the NSL-KDD dataset, and
out of the existing 41 features, 15 features were identified as the most important. The Grey Wolf
Optimizer (GWO) is a widely used metaheuristic algorithm inspired by the hunting behavior of
grey wolves. After feature selection using PCA, an initial population of random numbers between
0 and 1 was generated to create the GWO algorithm. In the next step, to eliminate unimportant
features and extract useful ones, the random numbers from the previous step were converted into
binary form. If the threshold for feature selection is considered to be 0.5, it means that a feature
with a weight of 0.5 is considered a selected feature. After calculating the fitness function, each
row of the initial population (each wolf) was multiplied by all samples to activate relevant features

129



Iman Zabbah and et al. An analysis of the capacitance created in ...

(1) and deactivate irrelevant features (0). The new dataset was applied to the LSTM1 network to
calculate the MP value. TF is constant and equal to N, while SF varies for each wolf. The final
alpha obtained from the iterations is considered the best wolf.

Results and discussion

Table 3 displays the accuracies resulting from each phase of the proposed method. It is
noteworthy that the Grey Wolf Algorithm was iterated 15 times with weights of 0.99 and 0.01,
respectively. To ensure the reliability of the calculations, each experiment was repeated 5 times,
and the average accuracy was recorded in the table.

Tablel:Training Data Report

Humber Iarmals that Attacks Hormals Iarmals that Accuracy precizion racall F' Score Grax, tima compazite
g of have been that have that have have been Wolf criterion
= Selected comrectly been baen identified as Evaluatio

B Features identifisd comrectly identified as attacks n
identifiad attacks Function
i il FYRTF BATYF Tiaf ™wa LAy 14,8 1AtF L ARAA - TTA FAFAT
LI FFale BaTE BVt lans LAt 7Av.a LANF § AT AT 1APET Tr FREIY
v T FREVF AAT A TET ¥ LARY LAY LA LARTA - T4f FANIF
t AT HFTYA B TF FeF ARLH LAF LATA LAy A TAT] BT T Fo.avh
b Th FRIVE BFYFE TEAR &Y LAvE 1Aa LAk LAvEY - a9 FAFAR
F F-Th FEALD LEINE] TAYY TTA LAY AR LanY Tavrs 1,007 Faf TAFTF
¥ 1 FRYRY BATFY ToAA ave LAFA AL LA LaFRT - T4f FATTY
A -0 FEERY LaFRY 748 FAY VA LA PR LARAY = AALT T FhFep
Test Data Report

1 Al RIS VELY AFTT ard LYTF Larf LAy LT - YA ToprY
! - LA heTe AT Tar LYE F ] TRV LYaa LAY kAl TV.AaY
T T LR (ARE AF1A Fra LYTA LAT AV A LT - T4F o1
% AT ARAY AFF. Ainis e LAYE LAY TFOR LAEAT 10 Th T AN
[ Ta q.F4 VARh fava ] Lya LATT LEANT LYT.AP - 749 TEYM
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W V4 ARy VALY oy ¥y LYEA TALE LELE Lyrf - Taf TENA
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As Table 1 illustrates, the odd rows (1, 3, 5, 7) in both the training and testing data represent
the case where only PCA was used for intrusion detection. However, in the even rows (2, 4, 6, 8),
the Grey Wolf Algorithm was used to find the best features

Conclusion

Conformal mapping can calculate the capacitance of a parallel-plate capacitor including
fringing effects. However, certain assumptions limit the accuracy of these calculations. Therefore,
when applying the capacitive method to power transmission in medical implants, it is crucial to
have precise information about the capacitance formed between two plates with the human muscle
as a dielectric. This article presents a detailed formula with accurately adjusted parameters for
capacitive power transfer applications in the field of medical implants. The correction parameters
for the formula were derived through electromagnetic simulation using Ansys Maxwell software
in the present study. Using the new formula reduced the computation error from over 40% to less
than 16%.
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