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With the increase in population and the growth of demand for
agricultural products, it is necessary to use new technologies to
increase productivity. Wireless sensor networks, as one of the key
technologies in smart agriculture, enable continuous and accurate
monitoring of environmental parameters such as temperature and
humidity. These systems provide farmers with the possibility of
optimal management of resources by wirelessly transmitting
information to control centers. This technology faces important
challenges, such as information security and efficiency in
heterogeneous and distributed environments. Reviewing the
previous research found that the existing articles have not
comprehensively addressed the security and efficiency of these
systems. Therefore, this paper aims to provide a comprehensive
solution to improve the efficiency of wireless sensor networks in
smart agriculture. Also, appropriate hardware for accurate
monitoring of environmental parameters, including temperature and
humidity sensors, has been introduced and implemented. To improve
the accuracy of data processing and control, the optimized
convolutional neural network with a genetic algorithm was used for
fault detection, and the proposed control algorithm was used to
control the speed of agricultural motors. The proposed security
protocol was formally and informally evaluated using the Scyther tool.
The results showed a significant improvement in information security
and reduced energy consumption. Also, by using vibration data, we
achieved 99.92% accuracy for test data, and by simultaneously using
vibration and acoustic data, we achieved 99.96% test accuracy,
indicating the data combination's effectiveness for fault detection. In
addition, the control algorithm could control the motor speed well in
fault-free and faulty modes.

: @ (i) &) | ©2025 the authors. Published by National University of Skill,
o Tehran, Iran. This article is an open-access article distributed

E-ISSN: 2538-4430
ISSN: 2382-9796

under the terms and conditions of the Creative Commons
Attribution-Noncommercial 4.0 International (CCBY-NC License)

(https:

creativecommons.org/licenses /by-nc/4.0/)



https://creativecommons.org/licenses/by-nc/4.0/
https://portal.issn.org/resource/ISSN/2538-4430
https://portal.issn.org/resource/ISSN/2382-9796
https://karafan.nus.ac.ir/?lang=en
https://www.doi.org/10.48301/KSSA.2024.476579.2982
https://orcid.org/0009-0009-1342-1916
https://orcid.org/0000-0003-1676-7129

Abdolah Safari Dehnavi and Vahid Safari Dehnavi Hardware-software Cyber Security Platform...

EXTENDED ABSTRACT

Introduction

The world is seriously facing an increase in population and a rising demand for
agricultural products. In developed countries, wireless sensor network technology is
among the emerging technologies used for sensing agricultural environments,
collecting information, and transmitting it to the user or a central station for proper
monitoring and response. In recent years, wireless sensor networks have significantly
contributed to smart agriculture's growth and increased productivity in agricultural
and greenhouse environments.

Methodology

This paper presents a structure that includes the design of a cybersecurity protocol,
hardware proposals, and an algorithm for status monitoring and control. After reviewing
the studies conducted on wireless sensor networks in agricultural environments, we
concluded that the existing research has not been able to consider all security aspects and
the efficiency of this technology. Therefore, in this study, we proposed a design to improve
the performance of wireless sensor networks deployed in agricultural environments. We
also verified our proposed design informally and formally using the Scyther tool.
Subsequently, suitable hardware, an improved convolutional neural network, and a control
algorithm are proposed to transmit temperature and humidity data, detect faults, and
intelligently control the motors used in agriculture. The results indicate that the proposed
design is suitable for security, monitoring algorithms, and control efficiency, and it provides
the necessary performance for deployment in smart agricultural environments.

Results and discussion

Designed protocol: In the proposed design, no symmetric or asymmetric encryption
and heavy-weight operators such as scalar multiplication or exponentiation are used, and
only the hash function and XOR operator are used, which do not require much overhead in
calculations and time. On the other hand, each Hash will take about 0.0004 milliseconds,
each scalar multiplication will take 7.3529 milliseconds, and each symmetric encryption
will take 0.1303 milliseconds, and since the proposed scheme only Hash used will have a
perfect execution time compared to other schemes that used cryptography and other heavy-
weight operators such as scalar multiplication. The output of the Scyther tool is shown if
Figure 1.
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Claim Status Comments
agriculture  uzer agriculture user] Alrve Ok No sttacks within bounds.
agriculture user Weskagree Ok No attacks within bounds.
agriculture user3 Niagree Ok No attacks within bounds.
agriculture userd Nisynch Ok No attacks within bounds.
agriculture user’ Secret idi Ok No attacks within bounds.
agriculture useré Secret pwi Ok No attacks within bounds.
7 Secret 0 ).idi, pwi ai) Hpwi HE(bici).. Ok No attacks within bounds.
gateway  agriculture gatewsyl  Alive Ok No attacks within bounds.
agriculture gateway?  Weskagree Ok No attacks within bounds.
sgriculture,gatewsy3  Niagree Ok No attacks within bounds.
agriculture gatewayd  Nisynch Ok Mo attacks within bounds.
agriculture gatewayS  Secret gi Ok No attacks within bounds.
agriculture gateway  Secrets Ok No attacks within bounds.
sensor agriculture, sensor Alive Ok No sttacks within bounds.
agriculturesensor  Weakagree Ok No attacks within bounds.
agiiculture sensord  Niagree Ok No attacks within bounds.
agriculturesensord  Nisynch Ok No attacks within bounds.
agriculture sensors  Secret sij Ok No attacks within bounds.

Dene.

Figure 1. Output of the Scyther tool for the proposed design.

Signal processing and fault diagnosis algorithm: This section presents the accuracy of
the fault diagnosis algorithm and the motor speed controller. In order to train the network,
21503 data were used, 2688 data were used for validation, and 2688 data were used for
testing. The results are shown in Table 1 and Figure 2- Figure 4. In Table 1, A1 represents
the first vibration sensor, A2 the second vibration sensor, A3 the third vibration sensor,
and ACO the acoustic sensor. As can be seen in Table 1, in the case where a combination
of sensors is used, the fault detection accuracy is higher. In addition, in the case where the
combination of acoustic and vibration sensors is used, compared to the case where only
vibration sensors are used, the accuracy of fault detection is higher. In this article, a PID
controller is used to control the speed of the motor. The simulation method assumes that
the motor is healthy from the moment of starting up to 3 seconds. In this second, a fault
occurs, and time is required for the fault detection process. After detecting the fault, the
supplementary controller enters the control algorithm that leads to speed control after
the fault occurs. The control method presented in this article was able to effectively
control the speed, and this control happened with the most negligible impact on the
torque and stator currents.

Table 1. Data classification results.

Train Validation Test Train time Number of
Sensors
accuracy accuracy accuracy (sec) parameters
Al1[4] 85.21 84.76 84.64 30 -
A1[26] 61.44 62.20 62.61 379 42504
Al 100 99.93 99.92 2735 105832
A2 98.54 97.32 97.22 2716 105832
A3 98.60 97.14 97.76 2760 105832
ACO 95.85 94.90 94.97 2694 105832
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Train Validation Test Train time Number of
Sensors

accuracy accuracy accuracy (Sec) parameters

Al1,A2,A3[26] 71.78 71.98 71.13 772 105992

Al1,A2,A3 99.89 99.85 99.88 5968 247912

Al1,A2,ACO 99.31 99.70 99.77 6335 247912

A1,A3,ACO 99.93 100 99.96 6285 247912

Accuracy Over Epochs Loss Over Epochs
<0
0s e evacy | 00 Y.
) 25 s 75 Epe:cnho s 10 us oo B s 75 Ep;:hn s 150 1.

Figure 2. Classification results for combination of vibration and acoustic sensors.
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Figure 3. Motor speed and torque before and after the fault.
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Figure 4. d-q axis stator current before and after the fault occurs.
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Conclusion

This paper aimed to present a safe hardware-software proposal for wireless sensor
networks deployed in agricultural land and smart greenhouse environments, which can
consider all security aspects and does not add too much overhead to the system. For this
reason, we presented an authentication and key agreement protocol for wireless networks
deployed in agricultural land that uses lightweight operators. We further proved that the
proposed scheme not only meets the security requirements but is also resistant to possible
attacks by attackers. It does not add much overhead to the network and is suitable for
practical implementation in agricultural environments facing energy constraints. Then, two
hardwares were proposed to collect low-frequency and high-frequency environmental data
with two data transmission protocols. After that, to intelligentize the condition monitoring
process, a deep neural network was used to classify defects and control the engine speed of
agricultural pumps and irrigation systems. In this case, it was shown that the proposed
method and the combined use of vibration and acoustic sensors had good results. Also, the
controller was able to control the speed of the engine in a healthy state and a faulty state.
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Claim Status Comments
agriculture  user agriculture,user] Alive Ok Mo attacks within bounds.

agriculture,user? Weakagree Ok No attacks within bounds.
agriculture,userd Niagree Ok HNo attacks within bounds.
agriculture userd Nisynch Ok No attacks within bounds,
agriculture,users Secretidi Ok No attacks within bounds.
agriculture, userf Secret pwi Ok Mo attacks within bounds.
agniculture, usesT Secret HXOR[H(HB(brei), idi, pwa, a1), Hpwa, HB (bioi)... Ok Mo attacks within bounds.
gateway  agriculture gatewayl  Alive Ok Mo attacks within bounds.
agriculture, gateway2  Weakagree Ok Mo attacks within bounds.
agriculture,gateway3  Niagree Ok Ho attacks within bounds.
agriculture,gatewayd  Nisynch Ok Mo attacks within bounds.
agriculture,gateways  Secret gi Ok HNo attacks within bounds.
agriculture gateway§  Secrets Ok No attacks within bounds.
sensor agriculture.sensorl Alive Ok Ho attacks within bounds.
agriculture, sensord Weakagree Ok Mo attacks within bounds.
agriculture sensor3 Niagree Ok No attacks within bounds.
agriculture senserd  Nisynch Ok HNo attacks within bounds.
agriculture,sensors Secret s1j Ok Ho attacks within bounds.
Done.
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