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Due to the increasing importance of identity recognition to increase
the security of organizations, the importance of identity recognition
methods such as biometric indicators and radio waves is also
increasing. The purpose of this research was to provide a systematic
way of improving authentication based on radio waves and biometric
index using a fuzzy expert system for use in the field of information
and communication security (cyber security). In this research, the
impact of biometric indicators and radio waves on the improvement
of identity authentication was investigated, and finally, a fuzzy expert
system was designed, which showed the impact on each of the
components. The population studied in this research included experts
in the field of biometric indicators and radio waves of Tehran
municipality. The results of the research showed a correlation
between all research variables, and considering the high correlation,
itcan be said that by managing the security of the components of radio
waves, it is possible to improve authentication based on identification
through radio waves. The expert system for improving authentication
based on identification through radio waves and biometric index can
help managers to make decisions related to the issues of improving
authentication, lead to improving the efficiency of decision making in
improving authentication through radio waves and biometric index,
and also make it more effective.
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EXTENDED ABSTRACT

Introduction

The speed of change, the high volume of data and information and the speed of its
transfer has caused many challenges in organizations and made it necessary to control the
flow of information, security, accuracy, and speed of processing and use it as best as possible
for the benefit of the organization .In this regard, organizations are facing the challenge of
identification, using different information sources, documents and independent, reliable
and reliable data. Authentication is the process in which senders or receivers provide
information to each other to ensure that they are who they claim to be. Today, authentication
has abandoned the use of traditional authentication protocols, because in these algorithms,
which are based on sending codes and passwords, the possibility of deception is very high.
Currently, providing security in the physical layer of communication has been the focus of
researchers. One of the security parameters in the physical layer is radio authentication,
which uses the transmitter's inherent characteristics based on radio specifications.
Authentication usually requires the existence of servers and appropriate infrastructures for
message exchange between different components, on the other hand, information
transmission in the RFID system is done through non-secure channels. Therefore, it makes
it vulnerable to important and serious security threats. One of the methods widely used in
identity recognition is biometrics. Biometrics refers to a technology for measuring and
analyzing people's body characteristics to recognize a person's identity and automatic
identification of a person using specific characteristics that include physiological or
behavioural characteristics. Therefore, the use of RFID technology along with the use of
biometric indicators can help organizations to improve security and correct authentication.

Tag (Auto Sender) > <=  Sensor block (data receiver)

Code Reader (Checker) =3 4= Featureextraction block

Controlsystem (host) == <— Features comparison block

Decision block
(authentication or rejection of
identity)

The amount of information stored ey

The amount of information exchanged == Authentication

v

Figure 1. Proposed authentication improvement model.

Unauthorized status ==

Figure (1) shows the factors affecting the improvement of authentication based on RFID
and biometric index, and the dimensions of authentication improvement and the important
relationships between different aspects in relation to the problem under investigation.
These variables and indicators extracted from the theoretical foundations were in the form
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of a preliminary model which was evaluated by experts' opinions and with further analysis,
the final research model was presented and entered into the research fuzzy inference
system knowledge base.

Methodology

The current research was applied in terms of purpose and descriptive survey in terms
of data collection method. The statistical population of this research included experts in
the field of network and information security in Tehran municipality. The content validity
method was used to determine the validity of the proposed authentication improvement
model and was confirmed based on the opinion of research experts. SPSS software was
used to summarize and describe the data, and check the relationship of variables affecting
the improvement of authentication. Then, the fuzzy expert system for improving
authentication based on identification through radio waves and biometric index, under
the title A+FEX, was presented for the first time in the research field related to the subject.
Concepts and variables related to authentication based on identification through radio
waves and biometric index were extracted from library sources and experts' opinions and
then evaluated using expert opinions. After applying experts' opinions and making
changes to the conceptual model of the research, it was entered into the knowledge base
of the studied expert system. Finally, data analysis was carried out through the design of
a fuzzy expert system using MATLAB software and the results were presented in the form
of charts and tables.

Results and discussion

Five steps were considered to design the fuzzy expert authentication system based on
identification through radio waves and biometric index as follows:

1- Modelling the concepts of authentication based on identification through radio
waves and biometric index to identify input and output variables and draw
relationships between them.

2- Defining qualitative variables using linguistic adverbs and assigning numbers and
fuzzy sets and membership functions to them.

3- Designing an expert system based on the definitions and designs made using
MATLAB software; this stage includes the extraction of expert rules and their
evaluation by experts and the creation of a database of fuzzy rules, as well as the
design of an inference engine with access to fuzzy rules.

4- User interface design, and how to display options and use the designed expert
system.

5- Choosing a method for De-fuzzification to convert fuzzy numbers and sets into a
definite value to check the performance of the system.

The results of statistical analysis showed that according to the high correlation between
the most important variables of identification through radio waves and authentication, it
can be concluded that by considering the security of RFID components, it is possible to
improve authentication based on identification through radio waves. Considering the high
correlation between the most important indicators of the biometric index variable and the
authentication variable, it can be concluded that by managing and considering the security
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of the biometric index components, it is possible to improve biometric index-based
authentication. Based on the results, using the outputs of the A+FEX system, it is possible to
improve the status of authentication based on identification through radio waves and
biometric index based on variables such as the security variable of the volume of
information stored in RFID and the security variable of the volume of exchanged
information. In RFID, the security variable of unauthorized items, the security variable of
the amount of information stored in biometrics, and the security variable of unauthorized
items in biometrics were analyzed.

Conclusion

In this research, a fuzzy expert system was designed that provides guidelines to
authentication experts. This research presents a systematic way to provide a method to
improve authentication based on identification through radio waves and biometric index
using a fuzzy expert system for use in the field of information and communication security
(cyber security). The advantages of the presented authentication improvement expert
system are helping the manager to make decisions related to authentication improvement
issues, improving the efficiency of decision-making in authentication improvement and
increasing its effectiveness.

88



O lapo (slo oSS ale daliliad
AO-YY o X oylos Y 0,95 V£ sy
https://karafan.nus.ac.ir/ 4 pid (w >

d.1:10.48301/KSSA.2024.445634.284

S oe

S pogn (GBS 5T ) 51 soliiads (5518 0y ias Sy (H,b
g jlal p 2923]) El9el 9

) Gdaline oxe

ul).vl ‘).Q(.oy “:oml blj ol ‘)-@(“’5’ A>l5 (gm0 Cy plo 03; ‘)‘g}lﬁ»‘ -)

LXVLES

Al wleYb!

ool Conal Al jolareas Coga pandis Soeal (938l (Il 4 azgi L

gy dlio :llle £o5

255 el glyel 5 Sostagn slagatlh el Cuge pais slaghy) Cual
Cugr 5l des Ban b auepllas of ) S Wl (adios ol Bue ol Gl
sokeds (53 05 i ool b SO egn el g peol) Zleel 5 s
Oliee 32825l 30 el (6 ymls Casal) SlbLs g Sledbl el 0595 0 oolazl

AMRATANTAVRZV |+ PRUIX: PR
VEvTev/ A e (6,550
VXL YNY il iy

85 8 090 Zash il oo p o920l sl § S e slo el 130
S 69y 1) U cnl i &5 w35 (2lb 36 03 e So Caled 3
ooty 055 )0 o s «3aios ol anlllaes yge dnsly .m0 i Waadlge
O et Sl GBS gl g (08 G)losd (500l lsel 5 S eg
Copde b a5 C5 ol oo YU (Sies 4 dxgi b g 0g 3800 sla e oles
Bk 3l lelid p (e Cuse Slal d5 4 (g o0 500y Elsel sleadlie ol

1 3lg a8
36 0y i
S oge:
s sl
Cagn ]

Bk 5l ool (s Cage 1ol g 0p S s 28k S (a0, sl
Blao by LI )| 0 (6 S praal (sl pre 4 Wl o0 S ioge a3l 5 2329, 2lsel
Cugp ol Sonte 13 (6 S el (DS S9e 4 e 5 WSS Cugr sl Sone

23,5 ol s (22l b 5 So sl a3 5 sl Elsel Gob )

(ssinn Axe 1 i D"

Sig P Cnny

mmoatamedy@gmail.com

# @ (1) & | ©2024 the authors. Published by National University of Skills,
S Tehran, Iran. This article is an open-access article distributed
under the terms and conditions of the Creative Commons

Attribution-Noncommercial 4.0 International (CCBY-NC License)
(https://creativecommons.org/licenses /by-nc/4.0/)

YOYA-FYY . 1 Sdg wSUI gL
YYAY-AYa5 1 ol sLLS



https://creativecommons.org/licenses/by-nc/4.0/
https://portal.issn.org/resource/ISSN/2538-4430
https://portal.issn.org/resource/ISSN/2382-9796
https://karafan.nus.ac.ir/
https://www.doi.org/10.48301/KSSA.2024.445634.2848
https://orcid.org/0000-0003-1880-6574

(G020 dxo AD-11 Y o)lols ((VF+T) VY (o B1,15 code aolilad

LV R

IV sty Wl amal> (sl g s ool i n |y )T 929 g cnlanylojls ol (slajls alos 31 el Jaues
pac ) Iyl adl o 455 3550 (6,500 ol £55 2 3l i osls g Sledbl Cusal ¢ 659955 2B iy b 039,
500,5 (goamie Iare Sl 1y bale sl )] JWE! e o g Sledllol g ooty (gYb o (Y9505 ot pou ¢ g5l
S92 Olojles @dlie ez 53 O )z oolial 5 (3l s oo il Ml 0 2 oo 4 3L
5 Slaitas wiliee Sedlbl gl 51 oslital b o oriwcass Jane b bolojbe b, cpl 5o .l IS5 B,
I¥] axien anlge (S5 BG 5 yoine o Jiius slaosls

035 Slajlos Slallhae 13 aalie (n Fogmme g5 5 00l 3b ax g Cagd o)byd Ghegh 4 e sladle
SO Sy (6l Sledbl oS @il ;o b oarsS Jloyl o] 10 45 595 so 48 ol b 4 Cusn 3,1 [F] e
ol Jols agn o] e 5 Ban 8 0] aiS o leol a8 aitan Sles Ll wigd (ytedao b oS o 111,
JUSTy Cagn e i sl SSsp 6 5,5 e Cugn il ogg el IV cail Cuga 3ol (65luds LS g el
35 o tyliS el ol jloms B Jlaiol s 505 5 05 Jlujl il oS o )50l ol 55 15 wilaxalss
ol 98l 5, 8 g Cesload jite wiiS e ol (st 0 Sl oS plagleils gyl Logas 5
SAM! al Gl 1y g 21 Ygone gttas Cugh 1yl (sl gl it ol (ol oo (slngs
b insgo ol Cagp anl (sl (a1 3 Jlie (61) S ytage UMl b (g 30, 5,55l Jiie 1) )15
& y3 30y ST Jlioly 300 097y il Sl g Jlacl Byo Cuga ol slagis, ol 48 Glej Jl !
o il Jlo 53 IA] 3 b el G655 LTS 058 (asiin 5u 5a) all 2 8 Sl dm iy Sl
(Seyed wY ) Sl el sl el 1 (S el i8S 18 lions az g 550 DlbLS ) (S5 Y o ol
Jleizl g 08 o ool ooz B S18 lasein 5l gol, Clasin ulwl 5 Coge ol cul Hg0l) Cosn 51>
Ao )0 g 4LBIE sladas ;5 melze sl (6,5l LS wia i b L8] aS e lay LelS L o
il slooje> 0 RFID sladibols (6,5 54 5 pSpia o, aals CRFID (s ,5lid 5l osliiud (slaasy ja ials
Goadl )35 5 (sogee Jas o lala ((Sigy S laoS b (ol slsd Slaiiy 5 sl o el (92
oot ol b S5 1NV el 0aisS ;15 S5 g 00 gy oS5 S5 Jolis RFID [V o] longs  Sig 2SI
e il gloles 05 Sy ghls ol p3Y a5 6,153,500 o5 4 45 Sl (S xSl e S Sl S35
Sl ol oS Lawgi 0aliadys (oublite laie 5 o0 )18 (lsFaS e3gazme 1o b S35 ST a5 e 005 o0
Colgs 0 0 oo ool Gl b slesls Jlul a a8l digy jebay S alal )0 .00 F 0 S ol Jlad
Sy Al Ygome a3l [VY 0] 555 o (55155 abgs e sl liile 5 awgs 5 ;s lg30S Lawgs ool
s 53 DA Jlisil 3ok 51 VYT ol Calizeo (il s ply JoLS (512 camilin slocislan o g Loy
97 5 o (el sl ple 5o 1y o alplts 955 0 Dpge il S VS sk 5l alese RFID
RS slashy) Comal woge asis 0,08 5 el g3ilis; el & a2 b V] oo pipead
g0 oMl Cuge (ami )0 0058 jsbay a5 gla g, 5l (S S oo by Gl 59, @ 59, 5 Cuse
39 sl ol Cagp ol (5052528 L (6,18, Dlasie &z b 39 n (omnw e ol o [10] e S e
S5lagil lulids ased Cugn anseis (gl 313 s Slaseive Julod 5 (6 xS ol 1 (5lis59d S yrages Y]
socn! 1Y GF] cad (68, b (st Slasiie Jalt o olats! (sla S 5l oolitnl b (ot S

! Radio Frequency Identification

ﬂo



AB-11+ Y ojlos ((VF+T) YY) (B, sole dolibad ST oy ygliiods (5306 6y iam Sy o> yb

5 Coal Gl&5)] Aty laglojl 4 il oo G fiage slaazli lesliul LS )0 RFID (5 )id (5,5 5,
LS SaS e Cagt >l o5

Il vee 2 moly Eloal 5 S itenl laatls LLS )| (ow)p 85 (nl Bus (398 peolio & a5 L
Sl 3B op> s So jekiie (s il e Gl S0 E Cagr S oje Gokeo s Sl 3 wuge
5 ol 3l as cul glaibly siedign asly SOl oyle (638 0 i 00,5 oo (2b LU cpl gy
s Sl el ke 5855 0l )3 (658 0503 s 3l pobaie S o ool (Dles > sl gl slaays,
aled @ eabgy yo Coghe @lgi 5 B sladsgerme Boyb il | (A (650 Ll g Sualapac o) oS (glo
A o fagl (a3l g ppol, Elyel Bkl (plalid » (e Zugr Sl 090 9590 53 (ladiogi 9318
ErS el gy g o8 45 Zuasl (l 03 s (2l 0 (538 Blate Sl eolid Yo 5l (o g8ly 50 a0 0
Cewydl (69905 U g o yd (6099 o] 186 g ylo) 4y a5 G 28 DS w0 l50 31 (55l o Lol
5 9y Zlsel B,k 5l pllid s g 5l See Glaaste D51l g clabunul «ol S 0 1,5 coul
[l 3,15 3529 1985 3l Sme 40 Aled S gl Ll

Slal 5 S yieser a3l s RFID 5 (e cuse Slial Ssue 2 Ji5e Jalse () JS2) 32 6,18 sz ez
9 it cpl a3 ge Ui (o) p cod alias b LI o 1) s ladizr (o o Laly) 9 Cusn il dgne
Jelos b g ol bl (s wlhla Gl o5 col aldgl Joo So Djgon 6,5 Gl 5l e Gl
S 5o (5316 gl s (21 oS )l 5 anll (gt aled e 10 it

o953 sasiiw,8) S
TR ek M 0015 il 18) ypnios Ssls

o Sy ll Ssb
o S35 amglio Ssly

(0018 oy 1) (lg50Ss

(Cele) S J 1S o2

(g2 0, b Br0ad) prouas Ssbs

000 58 Sledol > —
ous Jols wledlb| >

eyt O )lse Cundy  mmp

g8 3yl dgnt (GOl Juo ) S

Wl Gl lass Sy oS Csbins oy Sagp Ll () IS pole g b L e slailly 4t 0 50

05 15 A i ey b el 9l S by Canel i s 3,18 it 3] (59, |y (L5 45 (oS A0 anieis
0,3 Sy oaBly Cugh Wl a5 sopilSe el o ool oS Canl lone les jl ply 45 30 ool el ply
(Ba2) atly pite Zogn 3l (@ly 8 il riacllol (sl g 050, bl ool @2 9 |y
Candg g oad Jols Sledl gz wiio pid Sledlbl o 1> olbaiie 00 1S 10 &S ol Lol iagh
2 d9ge slaosls CulS il> iagh 40 odde psd Sledbl e I jslate cxBly j3 el jlmepé O lge

)



G0dxo duxo AD-11 Y o)lols ((VF+T) VY (o B1,15 code aolilad

S Sl Sy ytegm slatls Elgl 13 09290 laosls (rizen 5 pal; Elasl B)b 5l plelid lapiann
loodls CueS 2l gy 50 oas Jobs Sedlbl w5l jslaie o )b sl asis jLis )0 Caga 5l jolatees
s 9 BT (o9 Sl jelatedy o Sl (2020, Elgel Byl I (plulid (Slaptans &)l T eadJols
Slavuagd gyl ol (agh )0 jlomen 3)lge Condy 5l sk Ko ()b 5l gl s Alols RFID (350 ol
Oezen g 23)) gloel Bsb 5l (Lulid (slapiucas ;5 89290 LI 5 LIbLS )| oS wites (b ol
S oo g | S el slaasla gll ) 95290 (slaosls

oS et 5 984 pamin (608) (T b (Sl ed Ceoga 2 Sl s (it polite
S tegl (aPLE jeie (@Bly 50.09) S 33 Cuga 5095 abi b et (6 Wl o Sl S BB g pglie
5 b a5 dnglio sl dn S50 2] 3l Ssly (D] 0t bl 10) ygmcins ok 10357 calbAilze 05 5,
ol (Cugp 0y b 330ua)) puonal Sols

4 s g Ol &5 el Cpl c gt ol o ael) Zlel Gk 3l olelid e ) eslaul cle
5 Wbl oo BT paiae 23 (3 5 0 )bSe Djgo 4 Ldl I g0l sl ledlbl (ailss (a8 )b (slaptas
b 3l @lolid psie 2005 Qlulid 5 Wisd adiles peiies W 50 5 Ko So L LS L 0 & s
S S s 5 (001 (o) ) (fF0S (095 oot B) S5 i0gr plaadlie xS s o3l ol
Ll (Cansl)

el 00l dnslie p3l> g3 L g Al (6, Dol )5 35250 slagiagh (nidasiye slaaidlh ) Jgor 5
S5 5% lr (B9 5 AT (S Slalllae 5 Sl 2 el Bme Sl & adlfe S LIS Sl g 5o
I @l 5 S0 slaailse (i ghol ol Baioss ol 50 (g 20,5 1)) Casp ol @l sgmp jslaie ]
2 S oot (2Ll b g3 ol )0 izmed el 00 o Soyp b i et § e Zuge
oS w3 o |y Gl l do s cnl plosige g Jliome 4yl (nl 0998 00 (IS0l Cugn 1l 2 S5e slaadlse
(s 3 Wi Sgute |y gl deadlBe (5550 (595 2 Gloj 9 430 (S Bro b e (9 a axsi L
ALk 3855 pl (650l9 (sloas 5l 598 9,150 aS s &1 SIS

ol g b (5 Sluol y0 39290 SRR (2 7 i o (LAl Aylio ) Jguer
G935 Gl duylio

3

s P 2al)
e oo
aldd

o g S

o Tloel Gl 5l pllids (e Cogp Sl ogun (sl (9, )
e S sesm 2D g 293l

DYl leslyn ot 5 235 » e ool Sugn 12 25

Sloolal b eleans cogn sl cwiws S g G &)
S5 3 30y iS3 51 RFID

® ® Al Lol oyl o 4d)bgs Caga 5>

s RFID Reader ;) ool b 590l (oS 5 Cagd 5l s
ot 550k SoSSS ol ooliil b o0 S e

ay



AB-11+ Vo)Ll «(VFeT) VY (81,15 code aolilad

B O L P S LE S CURRE SR N2

o9 il awylio

o
1 & ¥ & { s
oS R X " e Sad
IR A o=
! Bl oL ° %
N lal laTis ool 2 RFID (g s J325 s 12 5 (A1
\ Iv.] b (50528 —les laptuns o (el 0jbolie (b3l sl (29,
8 e
# [Al RFID ol )5 S jtogm ledlol cuga 51>
N 2 polie )5 Cuga 1ol (gl ecans sasie (sl S jiage 3l oslaul
COTS RFID jf sl b alo> s
[y] S sl (e LAl 3l 5 gytns S35 g g 5l
adlogugy il Gl yie
vyl boge (i s RFID (alul py Jele g0 Cugo 3ol (s jluosly
s ynd 7S s 53 LBP o265 5l ol
[v¥] Gy adlbogugs SS9, S &l 9SPRS Cugpil >l g slecars
RFID sleaele
[vfl Jilige gl ol i ol (55 550] Cago 32 pinnans )
[y Slaailols )3 a593 Cygn 2l JSSgn Cotal 5 (Slo e Jelos
)'Lwa.).:.ig c.g‘gSJg v RFID
[s] 9ol e bl gl » e cage il 5 by slad Goas
Ll (slogSl akaiis
) ol B Bk ol (plilid (5 )gld anngs 5 5o Jolse
[val &8 55163 590 dalllao o S S (aals 0,355 a3 (RFID)
95970
[ys] Sl 5o Sase Lol S35 S, S€AS IS5y, (toiel ol
RFID
2 e wass Ll sileaingy Sua b az LSy et (b
[v] helss y3 Sorenl (atls 5 aml, glsel Gk 5l plubd
Sg S &l
[vv] ey Sestagss b 2 gihrn gt ) s S 1)
[vAl 5 S 3 el 2 il S g Cage il s S 1)
D)
[va] ol 8 plulis jloslanal b Jele 9o cusn il i S @il

S IEedle (5,98 5 o9l

L))

Solel 3590 analz ool ctolony — hnog Wosls (59185 bg, S 3l g 63,8 «Bans Ll | ol gk
0395, Jled ol 8l g leMbl (6 ,9lis iow jo Jelds ol Bl g ledlbl g aSiis Cosal 059 5 ju Jols Gudos oyl
Sl Gedod Slais yge sloosls S jolateay ol go a5 5l 0l j0 a0l Zloel 9 SO g slo AL

qy



(G020 dxo AD-11 Y o)lols ((VF+T) VY (o B1,15 code aolilad

SN 30 S Ragl el g (a0l Elsel s Sl (plelid » (e Zoga sl L fas e ol g adi sy
Ot Lglﬂ A eolaiwl Olf)p' ;;Jljlé} )'I FYVEN W acled ‘S‘JL{)')‘ 6‘)& Omzed (¥ Jgaz) ol oalazwl QIJQ;‘
A ool sleriay Joo (gl g ab oolitul lie el o, 5l Cuga ot g solerdny Joo kel

s ol #Lig S ST g, 5l eslial b 55 (6,503l 5l obl us 5 ol s o5 5

g 2 (P s (AU g (19231 g0l 8250 3 (2Ll sailge il (g S0 3Il oSl ¥ Jgaxr
9o 5l
Y lg bosle
6 (RFID) g, glydl o 5] i ke
LY (BIOMErics) oo jaslis yuiie

Y-bYo Cugp ol e

Sl pllids (G Cogp Sl Sgne 2 50 loyeiiie B3| cus) 2 5 Wodls Canogi g (glwacdls jslaten,

S x5 s pucrms b 030l SPSS 3810 55 5 Staan (19031 51 S0 ka9 (a3l 5 0909, Elsel 32k
Lodsl sl AFFEX flsie o oSG jtag (a3 Ls g (o) glael ok 5l luled p (e Cuga >l Sane
Olaatio a5 w0 ) (b (53 053wl S Gig (nl 30005 @) £9050 bl e gy 0o 3o
9 peplas 2o oo Al ) plaogein; «Soyngy (2l 5 apol) Elasl Gb 3l Qlubd p s Cuge 5l
SIS wlie 5| S ftagn (a3LS 5 (290, Elael Bk Sl plelid p (e Suga 2T L s e slo i
oo Gyt plsl g (5 e DLl Jlosl slam g ol 2l O 53 Sl Sl oolatl b s 5 wiads ]
b Gk ol DMl s g 4525 Soles )3 ol aslllas 3590 055 s (2318 o0L )5 (AR5 (sosrie
Q305 1) Jglaz g b loges LB 10 snalims guls 5 ol plosl Matlab |l38ls 5 5l esliiwl b (65 o 3 piusns

el gloed Bk 5l plolid it Jold agh o asli g b yiie Ghnog Sledbl 4y g Jga
ite (Lunsld) 008 JSUS s 9 (0015 gy 1) Olg0S (055 oiiins §) ST 109z 2badlie 0y S )0
Sok o T gl Al Ssh (Al 0o 28l 50) sy Soh 109z (2lbadlie 08 15 )0 S gl (a3
loadlie 003 S 0 Wagr s>l (S gl dily i 5 (Cug 0) b B10a) preal Sk 5 b Sy analie
Ol slrosls 4 aps o LS lxe el 8 lge Condg g oad Jols SleMbl paxe wddio yud Dledbl w19
odd yho b gite ) ha slo ety golod (Ko ool ) it gsllae Comdy ;0 pozs 5 )&, 5l 5o
e aalllns 3 g 0355 S e (slagsly ey o ol 4y ol glins 4 45 Euud

! Improving Authentication Fuzzy Expert System (A+FEX)

a¥



AB-11+ Vo)Ll «(VFeT) VY (81,15 code aolilad

B O L P S LE S CURRE SR N2

31 (Gl ko 41 gy yo (hwogi GledbILY Jgus

< "~
;E" Y oh e L © % § =
& %’\\ o9 lagasls § F g‘\ [ e %6
E PR I
o €S 355 oais 3) S aidfo 35100l Cupast YOO8 REY A ASA YA
G «S g5 ouiiw B) S addio ol 10,5 oy IS Y o f.fY Ad-. V.OAY- YA
}: =* oS camy ) HlgaSY adlie 05 Cyal Coronl Yy ot \BTas Aeem YA
?{_ T TS oy ) )5 Al il 5 S i S YOO8 YAs YT ved- YA
& (Canl®) 005 73S s 4o (y353050] Curad Yoo fre SE AYa- e
} (Col) 00 J S e Adlje Cotal (05 Cape Kl Y 8 FYA AFR VNeA- ¥R
- (AN 082Sl 1) i S'sly il 35150l Copat YOO8 EFYY VE ATVE Yl
g R w,;;: 0055 S S LR 8 & G VOAT-  Yed
3 o
g' o S ]l sk 4l (081000l gt . L
T S i b adlie Sl (535 S paa S Yoo Yf SVA Afe- ¥eq
ci, = o 555 dolio Soly adlfo (053000l Conat YO8 fAA ST YRI- vl
é o S5 dusliio ol ailie Cotl (33,5 2y pote I YOO8 EX¥D A AT ¥eq
CS__ (Cuso 3, b (3:000) peowal Sgl» adlie (353050l Coonl Y oty ag-. AYY - Y-
} Dbea et Sh e s oS S v e ses v
(Cogo
o0 5 UMb o ddlfe (y3sspel Capad YOO8 Ya- Aesd save YA
I3 o5 UMb o ddlfe Caiel (43,5 S ke (el YOO8 RfY A ARIY- YA
3o 003 Jols ALl g 4l y3510yel apat YO0 FY- VYA Veve YA
L AT o ool g e oo o e S Y & FOF VAL aaa rea
} Slxasd 3 )lge Cardg ddlie yOgy el Conan Y OO0 YA VY 894~ Y.
o e 3 e Capniog ddlfe Carial (43,8 ke (el YOO8 EYY AL WATE Y.l

Oogdley Sl gl 5 0 B peansl ~ B9 S 90lsS” (5031 31 gy Sloosls mig g le s sme 2 sskiied

oyl Jloy slosls & azgi b Jiius 6l yeiite g (aisls) U siie G BLS | (oo 2 6l G 092 Lol
o B) S5 aile (390l Ceal (1 (LS (Srran iy se3] @l 05 ool (g (St
Cayd) OIS 3925 (I Sae g Cude dlal) Glrese 3lse Cundg Allie Cuel (9,5 Cu e Sl g (509>
OleaS aalie Coal 30,5 C0 e Sl 5 0oy DleMlbl po adlie gyl Coredl (s (2 VIV = Koo
adlge Cudal (40 )5y prae Sl &ﬁ.('.‘\?\":é.‘;.w.,o.m upd) D15 0529 (51 sire 9 Cude alnl ) (030 o )
3,8 8925 ,lo Fae g Cudie LI 1 0l Jols ledlbl v 4dfho 100 50l ool 5 (Cald) 00iS S pis
glsel Bk 3l bl paie S el (n Faee n GV (St 4 4295 L (FPY = (Sion 0 2)
@bl (e Suge il 05 4 (g5 o0 RFID (sloadlie coal o pow b oS (lgi oo cugp 5215 (329,
Capte GlSel g b F5g @l pel Ssk adlge (0905l Canl (i S0 ()b 5l2dl s (g, sl 25k
Om (O PTY = (Rca 00) 350 0529 (5l sxe g e alaly ey 9)lge Cundg adlie Sl (10,8

a1



(G020 dxo AD-11 Y o)lols ((VF+T) VY (o B1,15 code aolilad

Oy b 30uad) paenal Sy adlie Cual 10,5 o i Sl 5 0alio pd Sl px adlie g1l Cuonl
oIS 8l )3) gt Sob il (g0l Cumal G (0 7 A = (e 0 08) )0 0979 Cua bLS dCugm
CADY = (Soiod o 38) )1 3929 Cuie bl coals Jobs SleMbl goe adlie (093050l Canodl 5 (leMbol
oo LL3,| da Siig duglin S5l ailge (yo80yel Coranl 5 0033 SleML] e ailze (08 yel Cupanl et
AL it S atls G it YL (Stered @ azgi b aly ;0 (0% = (Shror (32) 00 092
Saresn el shadlie Cotal (3 Copoe b &S 0 (S Al Olgiee Cuge Sl ate 5 So el

8L s Sy el (Pl (e ugn sl S 4 B o

98 51> (38 0 53 i 15k
L s ol 2 S (0 Wg0 8 (556 (Bt jloolital b1y (29,5 & (6399 5| B S & cotnns
Lapicns (0l 1) 995 00 00l 325 aelgd (e s £l &) (izmed (63 gl s 098 oo Sl (556
il @ Wgd oo yolls JouS iy olapivomw iz 88y Cul ool aisls « 5l - 3 ol oolass
o5 )1 ST aelsd 5l (glaegazme (19 j5lcumsody (G5 i So Sl g9, Al s o (558 slooaiiS S
el 021y s o 50 0elgd (pl S 5 G Al 5o aBb oo () 23590 059> IS b 0 S LA il 5 (556
abal) o ol JSas a8 oo oolind slgd ol oS 5 sl (Folite sl by, 9 Jpal 5| blises (656 Slapins
P P s Gl glasseme ol glazs g oy & cl il (A 636 Glapte L
~SEE ISt Gl ol aitlbion (o polie b (plapiie bazg)3 9 5399 (omiites Sloptns
g polia b ol yeiio o sla g 5 5 Wagg,9 45 los ST (B yme (5308 (Sl (55500 £ S g 535 9o
L stszolez onlplis g ol (23 Jgoy® Sy oaeld o8 ()T i () 351wl (38 wimpas ok EMSe s
335 a3 58 hate e Jpuol Jlagl (gl |y Lo Camsd tmmsas ool (F 35 sad )b (i 2l inles (sl
oo 89 5l Lo DIl o sl )l 0929 JLSle )3 38 lapinns s pdySllasl a3
3 oslital jolatedy oS oo oolitl balusilrnd 5 lajlasile b 636 Slapiunms s 531 Slaptans
b slo e 457 (699)9 )3 sLu (5518 SG (13953 w0sles (g Sy gttt Sl ;0 Al (531 (lapin
e b yeite S ar ]y (636 asgemne Sy S luisilnd Su 5 aS e hio 36 asgerme Sy 4| Rk polie
s &S Zansl ol Sl g5858 5 L3l b (6318 s S Az Al g0 WIS g0 b (g o ek
3 oxd bl 656 opd pin 0 )5 4 a2 b siligy oo | (531 a5 (Al (536 e culre (558
3 lolis e Cogd 31l (36 0w (b (sly By Joe d¥Y Y YA NS Gla g
Hladle oS b ad T s S gl a3l 5 a0l Elsel Gk
seharets So gl (el g (2ol Elgel Gl 5l plelid » (e Cuge jliaToje alic gilese )
Lol G Ll o5 9 (295 9 59959 Sl e allis
4 Cogac &y 5 (558 sleacgeme g Slacl Larasd 5 Sl slaad 5l eolainl b oS slo ysio iy s -Y
T
ol alyo st 35 51 aslisid b a8 S 50 (glo oo 5 iy o yolasl 055 plasas b ¥
2590 b orizen 5 538 sl oSyl bl 5 5 g T )l 5 (S aeld gl ped
2Bl o (5318 eld s sl gl
0 )b 03 e 3l o3liinl (SgSa g bbany F Aulel 095 9 S Ly (AL ¥

a5



AB-1Ne ¥ o5loss ((VF¥) YY) (1)1 cole anlilad G oy yoliodsy (G318 0 S e S 24k

s oaresy ool e 4y (538 (slaasgere g olasl had jslateds i3l (slp sy e Pl -0

Nl Gloiagy 10 35290 slalisle o il 51 eliBl b gdios ol 0 oy >l (636 005 pitanes Lo
ol 00 @I58 aled & (V) S 0 Y)Y YA

L > 636 gl Hgigo
N aclgd 5l oolainl b (6 5a8 ol dg p plodl [} > -
—> clilinl g9 a4y aialy Sils oL 09290 | > e
pr ol s e S 8 Nles g5
X ‘L oWl ol LA A Z
Silwsil —
359 Sloeite it osls ol aclgd ol TG
oleaol; pobe & &y 5 2odlal glae S acls wsil “Tr::u
5 5 it Cog o] Oy Sl sae
¥ el i e Sogas S le '
2o &
Ol Cagde A A A sl 3 Skee
[T eI Q}l"e 5
[
25 aawlg

s SWoail5e 9 )5 (e LSl 518 p S

(B (631 0 g i LSl Y S

0L g 290l Zlgl Gl 5l ollil » (e Cuge Sl g (Gl (shg,y Bl jslaieds pol> gl j0
Ol (889,9 DMl a8 ol sotmpns AFFEX giticcs a5 S g5 oo (558 0 55 pimmnn 1 00liin b G yoguls
G olael b (656 slracgeme g0t (5 piuas S (699,9 DleMbl iy il 3.80L O jeo 4 Wilg o
5 g 5l (S 0gd ploxl 380l Djgod Wlg e (61 s SO G5l K0 (Gaw l aus
2 6B led oSl jo .l (58 il oL 5l ool (658 slaptunn ;5 BBSL gla B3ls s o Sg0 )8
Obl 50 B cnl 0 osds S (318 053 s 3 )l5 4 455 b 09 g iy yai oS T — ST JlSlo b il
5 @) gleel b ) el p (e Cogr Il ve (656 0 g g (b gl GlaBmn Sy
Hlad,le a5 ol a8 5 )5 0 S pege paslo

ot (935 95999 S o (2wl 1 Jgl al> o
0y (e (5795 § (5995 SR ypxin Ly 23 4y Bl (o 03 s (sogthe Jo (B 25 3l m
RFID 5 oniio,58 Sledbl w0905l it 15 0 e AFFEX g (609,9 48z (sl it 0l
exio RFID [ jlre e o lge Cumdy gl yusiie RFID 5 )b 5l ool Jols Sledlbl o 0950 5al yusite
795 e 1S hagl 33 slne 8 8 lge Cundg (3gr0xal jeihe G egl )3 oubo 33 LMLl x> (439104l
Se el 5Ly 5 299l Elyel G | (i (s Cug ST st eite Sl el ©lie 55

ay



(G020 dxo AD-11 Y o)lols ((VF+T) VY (o B1,15 code aolilad

$eiod sogpe oo b azgi bl (Olbls )| 5 Sledbl sl 055> 5 s b5 (sl yutin) Condg gty (sllo a5
TrS ]y opS mheres (755 5 59509 Slaiie Ol e s OF (Sl e (B S Jlael 5

5 e IS

RFID-Stored Information

| X—X ) ) I|'|l jli_ll |l|
RFID-Exchanged. Information Authentication / l;'. ."I Il'\ /I\
Fuzzy Expert }' YRYR
ST>C e LY
RFID-Unauthorized.Cases (A+FES) / II.'I I'|II /In'l \ l':l\

> > |

Authentication.Status

Biometrics—Stored.Information,

> >

Biometrics- Unauthorized.Cases

P g (29000 Elgel B 5b 3l (2Ll 3 (S S gp 31l gt Jo3lo (6999 (U pttie Juo T Sl
S ykogs b

&9 9531 sacgozo g dlusl Lamasi 9 S sbad jlooliiwl b (S (b paitio s y2i 1090 Al yo
sl & coguae

lo o b o po (glalijod g (e Slael Coghe wlgi 55 9 551 polie (Sl Glopiie ¥ S35 ¥ Jour
I8 o0 aled & o @b 9 b v Glackib (90 1) Bedod 05 s (295 5 5998

Tlool @25 3l (plwlcds p (Soo Cug 1yl dguts J9Slo (2955 yuitio b b yo Sb) (S yuiio .F Jgur

S yogl Ll g (2909
Sl 95 g (o Slusl ey gude ailed S5l Jlro S o
GIND [+X « +) Insecure ot
CI¥ 1Y 1Y) Weak hnd
IV <10 I%) Medium (Jyoro) Lagio
19 <A -IV) Good o>
Y /AY <JAD) Secure ol

aA



AB-11e Y ojled (V1) YY) (B, sole anbibad ST oy ygliiods (5306 6y iam Sy o> yb

plot poins: pon
£15 Variables Wembership function plots

T
; ; ; InSecure Weak Medium Good Secure

RFID-Stored Information

XX

RFD-Exchanged nformation

RFID-Unauthorized.Cases

Authentication.Status

K

BioMetrics-Stored.Information

BioMetrics-Unauthorized. Case:

Slacl Coguie @ilg) (b s ytio b b yo (556 p3lio — G 0 jud i (2955 githo (g3l 31 F JSb
.(‘5‘45.3)'555 ;a.Lw“ n

output variable "Authentication.Status™

0 o anans il oG (> yb 1o gu Al o

oSl il oo (538 aelsh oSl slml § (53 g Wl b)) 5 (S5 el gl pd ol al e
o 132 s 125 090 o Dgmaime AFFEX s B a5 il o851 - 51 el I (slacgazo (516 aelsd
oo hlise Sl gsds Jlazm bruyl 15 g oo ooliil IS o e JS5 & aclsd ol s3lwosly (sl 538
s oael p Sive (L235 0lOL o S le £9,0 Al sl oud 8,5 a5 (LS 025 e Shol sl it
o Syg0 0595 Ll b ojps ol 31 zils 5l (658 o5 1151 aelsh 5l slacgaze (0 9lcunsds (53l i SO
s kol Jgile (10 oSl elgd alsi 0920 sl 92y s SG 50 96l (oS S g Al e il oo
il se s Ul Lolul 5 A+FEX

@l 0i9 4 borye Jouo 4 azgi b 3 Sl jleslanul b ol sl it ) alaS 58 (59 anlone sl
0,5 oaalie & Jsaz 2,5 & 1, sl lgion bl (slojiin Sl plaS 50 (535 008 (5 xS ol slage]

ol Gl il plaS 12 (9 4 by o OleMb! D Jgux
LIS e 0339 el s yuile (J3g (uSilae

e i o3 S8 e
(59979 paie $°939 o2 O399 PP (S5
ARR YAQNA F.YA- *FFY RFID ;5 suiio 53 Sledlbol qom 091000l it
SY-F VAXAA £.YA- *F.OF RFID 5,k 5l oo Jols Sledbl g y0g0pal yoiiio
AR VAEq- F.YA- FEYY RFID o jlreué 8190 Candg (09305l paiiio
XY VAAYD £.YAY#FFY S yragl 50 0o ;35 Sl v g el uiie
EARNY VAOYF f.yay®foyy Soyegl 1 jlre st o lge Cundg Ogiyel sk
Ve RSN Egome

$99)3 S yaxie | Pl )2 (155 4 Az g bl ke 5l plaS e 59 bl (295 il jlade dule i
sladls ol S gl ua:&Lihs@%ol) C‘9‘°‘ &b sl L5>L..;L....u).>‘5....~c P JE YW les'u_oo).,.é-w
15,5 15,5 Sy oy s o] (0 iy ilizo slacdl g8y Jlo il 5 05 ol ik
@S58 welgd w4 7 Jgazr Ll (bl Gl ce (o 20,90 0357 O 53 b alas I e &ly )0 iloas
o5 pladl

aq



Godize duzo AB-1+ ¥ o Lo ((VF+ 1) VY (3,05 sole anbiliad

0 i riesssnid gD oli:b o oacld oy glp Sow Il (39 dnwlxo 0gxi F Jgu

<l 39 &3 slado # ko 2 (339 ocls g el oSom sl

P9 S ko ]

SeY Y00 il ciends RFID 5 ooy oMbl aoe cydg050] e 51
CARA Y EA BT XA aib Jloy RFID 5 s Jols cledol oz (o905l o o
APA 2120 % - AD a3l y> RFID 5 jlro i 5 Jse Copmsy (yo52050) oo 3
VY XY - AD Al st S agtl 15 0oy Al wz ydgrcrel ke 5
AN NV %D S8l Jlo 3 So ol )3 sloxand 3)lge Cundy p3girel piie g
o (3 demiloms (61 b yesie (gl Egome oI5|

(g e LS s sl Elsel Bk 5l elelid p cie Cage Sl sge Comdg

(J3o20) Jamsgino Zuprog) < DYV Sl )18 (o az 50 S gl

3o (gl 0adichypai 03l 50 < BVY B Jgazr 10 09790 (5 Lo Gl (sloeitie Cogde i 4 azgi
ol Eloel Gb 3l (@lolid (e Zuge T dgue by (nlply Cosl 0al Gy a5 (Jgene) Lawgie L)
072 i (il QIS oSG el pla o ls 3 (Jgene) Lawgte mhaw o (358 Sl )0 S el a2 Ls
gloel Bk 5l bl (e Cugr Sl vse Jgsle (5318 asled slawi Cols yo ol 0§ i ol @ 5
VIV L 5l il clo ans plaS j0 a8 Lol yuio gty 0529 Jdo a0 AHFEX s G o (a3l 5 0909,
sl 00 00l liad AFFEX s Jg5le (58 aclsd laoll (0) JSio jo ool

1. 1f (RFID-Stored Information is High.Secure) and (RFI: is igh d (RFD- i L ) i ion & ) ics-Unauthorized Cases i L (Authenti A
2. If (RFID-Stored.Information is High.Secure) and (RFID-Exchanged.Information is High. Secure) and (RFD-Unauthorized.Cases is Low.Secure) and (Bioetrics-Stored.Information is Low.Secure) and (BioMetrics-Unauthorized.Cases is Medium) then
3. If (RFID-Stored Information is High.Secure) and (RFID-Exchanged.Information is High.Secure) and (RFID-Unauthorized.Cases is Low.Secure) and (BioMetrics-Stored Information is Low.Secure) and (BioMetrics-Unauthorized.Cases is High.Secure) then (Authenti
4. If (RFID-Stored Information is High.Secure) and (RFID-Exchanged.Information is High.Secure) and (RFID-Unauthorized.Cases is Low.Secure) and (Bioletrics-Stored Information is Medium) and (Bioletrics-Unauthorized.Cases is Low. Secure) then
5. If (RFID-Stored Information is High.Secure) and (RFID-Exchanged.Information is High.Secure) and (RFID-Unauthorized.Cases is Low.Secure) and (Bioletrics-Stored Information s Medium) and (Bioletrics-Unauthorized.Cases is Hedium) then ication.Sta
(
(
(f
F

6. If (RFID-Stored Information s High Secure) and (RFID-Exchanged.Information is High.Secure) and (RFID-Unauthorized.Cases is Low.Secure) and (BioMetrics-Stored Information is Medium) and (Biofetrics-Unauthorized.Cases is High.Secure) then (s
7. (RFID-Stored.Informtion i High. Secure) and (RFID-Exchanged information is High Secure) and (RFID-Unauthorized.Cases is Low.Secure) and (BioMetrcs-Stored Information is High. Secure) and (Biobletrcs-Unauthorized Cases is Low Secure) then (Autheni
8. If (RFID-Stored.Information is High.Secure) and (RFID-Exchanged.information is High. Secure) and (RFID-Unauthorized.Cases is Low.Secure) and (Bioetrics-Stored.Information is High.Secure) and (BioMetrics-Unauthorized.Cases is Hedium) then

9. If (RFID-Stored Information is High.Secure) and (RFID-Exchanged.Information is High.Secure) and (RFID-Unauthorized.Cases is Low.Secure) and (Bioketrics-Stored Information s High. Secure) and (BioMetrics-Unauthorized Cases is High. Secure) then (Authentic v

< >

and and i
RFD-Stored.Information is RFD-Exchanged Information is Biolletrics-Unauthorized.Cases is
‘Low Secure A Low.Secure A Low.Secure A } E
Medium Medium i \Medum W
ighseewe | High Secure HighSecure g Secure e
none none none none Inone G
Se
v N v v | ¥ ‘ g
(ret (ot (ot [Tt [Jrot 0
Comnecton Weight
Qor

Oand i Dekle e Addie | chgerte | « »
Tleol G5k 3l (luleds 2 (S Cagh 51yl dame> Jgilo (A0 ol (39,9 (5318 welgd wdlgi ogoni B S
LS yiogrl bl 9 2929,

AFFEX i glidinl j9i 90 (>15b p)lor al> 50
sokaiedy (oalad lade 4 (65 slaacgaze g olacl haws jelatedy o538 (sl Centroid ysg, al> yo opl yo
O)L)fu’az U’“"Lu L ‘) A+FEX W CL}-}-}-M." )949.0 oF J&w el 00 s.;l.’;u‘ W .))S.Lo.c 6’3‘3 o



AB-11e Y ojled (V1) YY) (B, sole anbibad ST oy ygliiods (5306 6y iam Sy o> yb

FIS Name: Authentication FES FIS Type: mamdani
[A+FFS)
And method prod « || Current Variable
Or method probor o ||| Name Authentication.Status
: T output

yroication 5 o = utp

, Range 01
Aggregation sum G
Heiuz=ticatn centroid v Help | Close
Opening Rule Editor

AFFEX s glisiond ygig0 5 JSb

Seslatl JJs o pte @8ly ,0 a3l aelgd e glid 4 g o MATLAB JJ33le 5 5l eolaal b
S g plibnd g9 QB Cuond 959w gl j5ige 10 a5 Cel (559w Gl @) Sl bl 9390
g9 Sl (gl ol oy Jlub et (6 S 5 glitol sl (3 welsd (5515 slitan) (536 aelsd pos
ol 5 oS 1, g g3 degarme MM Slac 1) 05 oo eslid Prod 5 MATLAB s 5 s ol
Cromd 10 S co o2bad sae G 4 bas 1) 68 zgp ATFEX g 10 59290 Jlugibyue S o
g i (S Gl & Ll d nl | 09 s oaliinl (535 50 (B9, Sl MATLAB I3l 5 jlas 8,0
Slae 5l 00litl b iases (65 aelyd o Lo s 4 Lxig] 3 S o <SS Elonme (sl (61108 o 5
B 558 Egemme Dygoylyd e oo ol |, SUM (63 aelgd sazs S MATLAB l38ls 5 5o AN
Lo jiSle & gl g0 48,5 Ja5y0 aelsd g 5 asgazm

of G295 Jaloxd 3 0 215 0 31 imonas 3l 00liins] KigSr 7 s oy 4l 5o
S Loy 3l 51 e AFFEX s (25,5 pitie 2 (53939 sl itte 236 355 (ousp psliaiedy
256wl byl o o5 eolanad Surface viewer _x MATLAB J3lay o360 5l aums 5dle s S5
79575 e Sz 4 dA g AZY) K805 (cuiy 0 (9% 3o (S9) 2 99 4 93 Djgo ) (699)9 (Sl peitie

ol 2 Suptage a3l 5 (29, gloel Bk 3l Glbid (e Cage ol Sge (S ATFEX s
355 oo MATLAB 3816 5 Surface VIEWEr cuowd o qoinas (639,5 (5l it

14



Gheize daze AB-1e ¥ o)los ((VF+¥) Y) (31,18 code aolilad

|
s s

o e | e

29 0 Jol OleMbl pome (y3g2050] o S yudito (bl 32 i (29,5 o ol Joloni .V S0
RFID 5 jlxo yu 5;l90 Cnridg (4393050l puiio g RFID

8

R O e |
oW = ] e |

30 0o juid leMbl w093 w0l putio (5ld o (wlwl 3 i (2935 o Camwlms oo A S
WS pRogr 30 Lm0yl 3,190 Camdg (10g:0p0l yukio 9 G yiogal

VoY



AB-11+ Vo)Ll «(VFeT) VY (81,15 code aolilad

Authentication. Status.

ey oy ygliiods (6308 0y s Sy o> 5b

08

04
' 0 0
RFID-Stored Information BioMetrics-Stared Information
X (input): BioMetrics-Stored.n... ~ | Y (input): Zi{outpty. Authentication. Status v
X grids: e Y grids: 15 Evaluate
Bebopdt; [NaN 0.5 0.5 NaN 0.5] Potposits: 101 Help I Close I

39 00 0 yu5d OleMbl poxs (4099 (ol guiio (G puitio Wwlw! 31 pomiw (2935 guiio Comwlis Judoi A S
S yogely 30 00 0 jus-d WleMbl x> 14091 oyol o g RFID

2l 5 o0l Zlael Gk 5l (olelid p (e Coge lal Sgu s (295 e U8 o jslaie o
I asby b g (B80) gose & g0 ATFEX piews slo 29,5 Julod 4 g5 oo AHFEX S si0gss
D310 o ATFEX wiss Joile (9,5 9 599)3 sl o ;L8 Julod 4 )

VoY



Godize duzo AB-1+ ¥ o Lo ((VF+ 1) VY (3,05 sole anbiliad

Hep

£ a

& —
£
S

= k=3

3 B

8 / T

= |F /| /

- ANR4EN4RREENLENARRLENARSLRR RN

=
g

o =

y

E A | (I ({0 | | | =

2

@ z
s
=

PR A (G0 | 1 (G (1 | [ [ (| [ |

E

T e e e e e L e s s R ¥

= 2
g

s g

- g

&

e (I | S S | N NN | O SN | S S | S ) N | O R A A R ) U | S A | S ) N | S A ) S ) | N )R )N ) )

= =

o e oo orzvoecsoasN 8RR En 8] s

Opened system Authenticafion FES (A+FES), 243 rules

92925 Zlool G2 yb I (plwlicds p (oo S 9o 3l dguty Jailo 30 (g ko JL) Judxd Ve S

159939 yuiio & (wluol 3 (S g GO O yguo 49 ST yhogw L

S elelid » e Coge 3ol e Cundg g oo ATFEX i glo g5 5l oolainl b doxisl yo
)b aMo]oo uLC)Uo‘ o~ uoyuﬂ )—M O L_,’;LAIM U”L“" » |) ‘S"}""ﬁ"l‘ ua>Lu 9 b.,yol) C‘9‘°| d‘)""

oo RFID [0 5lxe i 0 )la0 Cumdg (09050l yusie RFID 5o ouis Jols cledbol o 01040l pusie RFID

el 9590 Soteg 9 jlone el 3)lge Comdg (gl jete 9 Soytegm )3 ondo S LML > (392054l

ol 1,3

39105 SRl S 50 GeiS il 003 s Glaclsr g laz g (B 00 e (b 5l e
23,5 ool V gz 50 (g se |y o) ameis a5 o dulie joSde )5 p3 51,8 VA &)L b aillas el

\-¥



AB-11e Y ojled (V1) YY) (B, sole anbibad ST oy ygliiods (5306 6y iam Sy o> yb

929290 Zlaol Giyb 3l (@bl p (oo Cugp 1ol Samty Camidg )90 50 (I S W Y Jou

S gy S Lh
ops plcw aslgd - Plas Sl (s glagewl (xSke  jlxe Syl

Rule.v \ Y VXY < fYA
Rule.fo Y Y YIVY EA 4]
Rule.va Y ¥ YIVA - OFA
Rule.As \ Y \IgY - fAD
Rule.y -y \ Y \IgY - 04¥
Rule.\f- Y ¥ YIVA - 2YY
Rule.vav Y ¥ Y (34N
Rule.vya Y f v/af AR
Rule.yv¥ Y ¥ Y/va « FAA
Rule.yvo Y ¥ YigY - 04¥

S G855 (pl 0B s sla 29y anolie 4 Gl g0 £ Jgaz 50 39250 oy Sledlbl 4 axgi b
O V) oS b0 b bl 5,3 Gl o Qo 5l acsl, o5 s ol oSile L A+FEX

ot ol 05 s o 29,5 G NS 0oy 5l g e Vb (53 (0903l jolaieas gl ) wiloa e
10,5 oolaiwl A Jgaz 7,8 4y o8 5 Sl . Sileo U AHFEX oy

S 3 S5 il by APFEX s (5l 5255 ol & b3t yo Al A Sy

0 75 i 1980 1S s (518 29 35 ) 1S GGl Sl Sl Cous (oled wglas
Rule.y \ \IYY [-00=¥/-IYY
Rule.fo Y YIVY [-EYO=F] YA
Rule.va Y YIVA o[eD0=F] VY
Rule.As Y \I#Y e AYO=¥]-IYY
Rule.y -y Y \I#Y e AYO=¥] VY
<[+#EY0

Rule.yf- Y YIYA [-00=F/-IYY
Rule.yavy Y Y c=¥/-

Rule.vya Y /¥ JNO=X]]eF
Rule.yv¥ Y \/¥a NOYO=YF/ -/#N
Rule.yvo Y \IYA [ AYO =¥/ -/YY

eSbe g AFFEX (po 30825 0003 e oz s (m ol DS wad e (a5 A Jou gl

S hobne Sglis AFFEX i sloozg 3 5 (5 3 SIS Sl (S 99800 wdpdy Blie (28
2,85 5929

5 A el 0y S 5 (b 4,25 5 L5 ulal  am8 e s ¥ sz (o el (gla o gl

e 3] 6y sl (FYA) 3380 (5sSlen b g0l lyol oo 51 ol it 6yl e AL |

St 09380 ele) Sy tagl (el (Vb ol @ azgi L 0)ls (FYAY) (9500 (nSilee b S gl (2L

Vo0



(G020 dxo AD-11 Y o)lols ((VF+T) VY (o B1,15 code aolilad

el Camsl iyez (69)lae 4y Canl L5 g S el SolaST (Sloye 6l olesa RFID sloc S (RFID
(DMl 005 Bl 10) g S gy adlfe Cacial (140,50 e Sl (SleMbl 00siS il 10) jguninw Ssb adlie
Coonl o Ty gl Sob adlge Coal (3,5 pe ISl dan g gl Fed Sob adlge 910l el
4ilge g0yl Copmal da Sg dunlie Sob adlfe Conial 0 S0y pote ISl da T g mlie Sl adlie (09004l
25 50 (Segp 35 b o) el Sob adlie Sl (53,50 pe Sl g (Cugp 35 b Bo) el Sk
Sliie o (Sesd (93] 13 o psboiled Ko (Bb 5l S SaS ugr sl s 4 Ol B 05 o
Coandg ailhe Coial (3,520 pie Sl 9 (095 oaitins 9) S5 adlie (09 el Capeal G i osalie gl
ol 038 VWbl Wil (o g g (Koo 2 15 0,00 0579 (60500 5 S ala ) ilove e 05
(OIS (o) 2) Olg0S Alhe Canial (33,5 2y e ISl g 020053 b o2 adlfa (392000l Cnol (e Al
Coal (19,580 e el (s (Swod gy pizmed (Cal 00l (CAFY) Ll (Sar oo bl
&l 53 ol CFFV) bl oad Jols Sledbl wo dilie 0908l Carodt] 3 (Cannld) 008 J S e 4il3o
OFes Susp Sl s el Elael Bkl pleled e o et Ll (n Fpee om Vb (Shaer 4 4295 L
Gk ol @bl (e cugn Sl et @ lgis RFID (laadlie conal 28,5 5510 b o535 (5 oS s
il Caws g0l sl
Sl (Bl 5ol ens (R 1) Cuga 1ol dtly pite (9590 (il (liae Sl LS @lS iz
B il @loled pite )0 adlie (n Fnte Olprear (F72) 5:Sle b (ko) 008 7S s adlio (09:050]
site ) adlhe (n St Oy (F04) (oKl b a Sy gl el Soh adlie (oguinsl Coeal (2329, sl
sisds (F5+) 5uSilo b oas ol ol o ailhe Capiel (30,5 e el oles 5 5 Sy ol (ol
53 (Cenle) 008 J 7S s 4l (352000l Coponl ( ()b 5l dad (et Cyge ol i )3 adlie (e
g b g ail Sy enl (Ll p3 (el Gla S gl Fel Ssh sl 6 Olpre Wl oo RFID s
A Glgi oo Cugr il g oals Jols Cledbl wor adlie Cucsl (50 Sy pae )0 adlhe g0 1l YL Ceenl &
Syt g S )3 Wlgioe 3y Elael Gk 3l Ll b (S5 0800, b Syl lagaslt &5 288
5 o3l loel ook 5l (plolid » (e Cugr ol Cundg dgu yolatedr (538 (slaJlow plasl sl S ol
Ssk adlie (amoml Sl (g K3 Bk S eslinul (A 5 AY) Sl dSS l lgioe Sopegl Lo
s o) 0525 (6l sine 9 Cudo abaly Slome el 5 g0 Comdg adlie Sutal (59,5 2y e (Sl 5 La S5 2l P
L o ailie (g0l Comod] Cy dlly el 00 YY) bl Wil e Cogmges Srad y
Sl (5 R) (o 5 b (S92 ) b B0ad) ol Sob ablie Ll (59,500 e (Sl g 0o 58
Sl 5 (D] 00528 53) jgmiw Sob adle (g0l Sl ( (Kharod oS pizen el 00l
S o ailio (35050l Comad] o Al el (CABY) b il o Jols Sledbl p adlie (dgpel
b @dly 5o ol onds anl (+.0%9) (Sturad oy b b Sig aunlio Sob ailye (35000l Coradl g oo s
SRSz JlF o0 Sag ] pite 5 o tegl (eSS piie Sl G Frts G Vb (Saod 4 255
AL 2 e Cage Sl dsne 4 Jlgiee Sutenl (el slradlie el (85 E g Ly pae b oS
Sl Gl s AFFEX sy 305 (nl 075 s Gl 29,5 e 2lo6 SUSTA oo mls ol
AFFEX s sl 5 5 55 L 0Kilin (ot oty ol (410 FFVD) ply 5 S SIS simo 5 5
Hgso ATFEX s o >g,5 5l ookl b A IS5 4 azgi b S0 8,k 510l de2g (g lobine cglis
097 @yt bl 2 1) S g (Sl 9 (23], Elsel B 3l (lulid (e Sug sl Sge Cunds

)+5



AB-11e Y ojled (V1) YY) (B, sole anbibad ST oy ygliiods (5306 6y iam Sy o> yb

sie RFID o o0l Jols Sledbl gz (09050l yusiio RFID o 00iio jusd Sledlbl pomm 040050l it
390 e 5 S yages 53 oo 33 AMb] o (35l jeite RFID o slons i 3 lge Condg (o900l
il (sl 0l J18 Julod 3590 Softag )3 Sl pd 3)l9e ung
S
asl caxs RFID o 0udio ;35 ledlbl pxs (0g el e —
adl Jloy Cardg ;0 RFID ;o oas Jols Gledbl x> (gl o g —
a2l 93 RFID 53 jlre i 5)lse condg (3ol ey =
23k o o tegl 3 eude S Sledbl pa gyl jite s —
w3k Jloy Sertegl 53 jloxe s 3 )lpe Condy gl ey —
08!
S5 gl Gragw 53 Soytegn (aPLE 5 (90 Eloel GBoib 3l (Gllid p (Sae Cuge sl ogny Cundg
20 518 (Jsere) Lasgie Sixy
e Sugp il Sgne Cundg Glgion B (nl 50 0aB b oS e Sl eslitul b 5380 Sl
23,5 (o2 35 38 5 $39e Sygots | Soyiegn (a3l 5 (99, Elssl Bk 5l oLibid »
X1
ol 0 s s winas REID jo s0io 55 Sledlbl o> (090050l piite —
asb -0 l.o..so s Jlp candg 1 RFID (o sasJols Gledbl gm0yl puxia g —
ol AD s s wog> REID )0 jle 8 5190 Comdg (dgiel poxia g —
sk« AD l.o..so e SO gl )0 oo 3 SleMbl pox gcpel e g —
sl < B Gds ny Jlog S stonl 53 jlomaré 9)lge Cundg op el piia g —
o5yl
o bogio gl 10 S legl (et ll 5 ol Elsel ol Sl Lol g (e Zage Sl S5 Cnds
Syl 13 - OYY dds

8 5 4
@2y glaal @b 5l ololid » siie Coga ol dgue sl (s, )] jslateas atepllis of ) S Budins
(6 b coal) Dbl )l g leMsl ol 0395 4o oolaiul (gl (558 0y pimms 3l 00l b S g 2Ll o
2 GrSpredl Gly poe a4 SaS 5l Ol oaddil)] s oge Lol Seuy 055wl SLlie 00 o0 &)
aloel Gk 5l pleled » (e a2 S9e )3 S xS eed (2L S 9 Case j dgee Slaa b L)
Flos 055 (2315 ansgi 1ol5 oo lne 4 ar g b ool O (Ladu il 4 i ar g 9 SG el (a3 LE 5 (2929,
595 55 5 538 Blaso 31 oot b o ot L 5 (0l gloel b 5 (lolid  (gihon Csn o s
Sl 4 Gl o0 Cagp 3T Sgue Blae 3550 )3 (665 el Sln pide 4 (plbarog Al jslared pien S
P90l ool Jod 5l (69)l90 4 oS Cel 5L S Sl )3 Sgme jslatedy 05 0 )Ll Badod (nl ploml Dj9 58
oS adlie 100yl Coodl ({5095 sains 8) K adlie ol (40 Sy ke ISl (IS0 95 oains 8) K adlie
0UiS J fS s Ao (139108l Sl (005 o) ) (oS Al Sl (0 S0 ke el (oS o) )
g Sob addie 0g pl Caedl (Cewld) 00iiS 58 piieme addie Cadel 0 S0 o ISl (canle)
5090wl Sl (DMl 00uiS il o) Hgudias Sy adlie el 30,50 pae ISl (Dbl oaiiS el o)

oV



(G020 dxo AD-11 Y o)lols ((VF+T) VY (o B1,15 code aolilad

B2 el Sob adlie 093 el Coel oy 5509 dlie Soly adlie el (0 Sy e Sl da Fg anslis
o 4dlhe 06050l Sl (Cugr 5, L Broal) preal Sl adlie ol (0,50 e Gl (Cuge o, L
SleMb! > 4.9.]§..o uoyu,al w‘ ‘o..\‘.i}oﬂ_iﬁ SleMb! N 4\.0.]54 u.;....a‘ uo;w).,..\.o u&‘ ‘o..\.i}a).:}.s Sl
‘)l?bc)": D)|5A w.x.@j 4.9.]}0 ud}:&‘ ml ‘o..\..,JoL., uLC)Uc‘ > 4.0.]54 u.;....a‘ uo;w))..\‘o Q&A‘ aOMJQL\J
OlFsel) sk slaadgazme (n Fnge 395 Slogg 425 jlome pd 3 lge Cundg adlie Sual (43,5 2y pte (IS
@lolid p (e Cuge Sl Sgn (o) 2 polaieds i Joe G 098 b 5l plaml (e ) S92rge SIS
Sygod |y Regh Sl it Glst of sleadly jleslitul b 4 s S yegn (Ll 9 ool gl sk )

D)5 Julod el

References

[1] Dorostan, R., Zabihi, H., Asgharzadeh, A., & Gorji Poshti, M. (2021). Explaining the Components
of Feeling Safe in Crime Prevention in Urban Design (Case Study: Rajai Main Street,
Karaj). Quarterly Scientific Journal of National University of Skills, 18(Special Issue
1), 77-93. https://doi.org/10.48301/kssa.2021.130678

[2] Askari, E., & Motamed, S. (2021). Authentication and Access Control in 10T Based on Hash
Chain Algorithm and Improved Fingerprint with emphasis on its military applications.
Iranian Journal of Marine technology, 8(4), 1-13. https://doi.org/10.22034/ijmt.202
1.526748.1669

[3] Gholizadeh, M. H., Esmaili, M., Ebrahimpour, M., & Moradi, M. (2023). Strategic Analysis
of Blockchain Technology to Facilitate the K'Y C for the Social Security Organization
Costumers Based on Actor-Network Theory. Sciences and Techniques of Information
Management, 9(1), 279-310. https://doi.org/10.22091/stim.2021.6920.1581

[4] Bahrami, S., Zabardast, M. A., & Salimi, J. (2021). Study of the factors affecting the process
of formation and development of professional identity of faculty members. Quarterly
Scientific Journal of National University of Skills, 17(Special Issue), 13-26. https://d
0i.0rg/10.48301/kssa.2021.128452

[5] Patel, U. A., & Priya, S. (2014). Development of a student attendance management system
using RFID and face recognition: a review. International Journal of Advance Research
in Computer Science and Management Studies, 2(8), 109-119. https://www.academi
a.edu/9421523/Development _of a_Student Attendance Management System Us
ing RFID and Face Recognition A Review

[6] Tronci, R., Giacinto, G., & Roli, F. (2009). Designing multiple biometric systems: Measures
of ensemble effectiveness. Engineering Applications of Artificial Intelligence, 22(1),
66-78. https://doi.org/10.1016/j.engappai.2008.04.007

[7] Peiravi, N., & Jafari, S. (2009, May 24). Identity verification integration model design, with
the help of biometric index and RFID to participate in electronic interactions [Conference
session]. The Second Conference on Electronic City, Tehran, Iran. https://civilica.co
m/doc/71903/

[8] Peng, N., Liu, X., & Zhang, S. (2021). RF-Ubia: User Biometric Information Authentication
Based on RFID. In Z. Liu, F. Wu, & S. K. Das (Eds.), Wireless Algorithms, Systems,
and Applications (pp. 135-146). Springer International Publishing. https://doi.org/1
0.1007/978-3-030-86130-8 11

VeA


https://doi.org/10.48301/kssa.2021.130678
https://doi.org/10.22034/ijmt.2021.526748.1669
https://doi.org/10.22034/ijmt.2021.526748.1669
https://doi.org/10.22091/stim.2021.6920.1581
https://doi.org/10.48301/kssa.2021.128452
https://doi.org/10.48301/kssa.2021.128452
https://www.academia.edu/9421523/Development_of_a_Student_Attendance_Management_System_Using_RFID_and_Face_Recognition_A_Review
https://www.academia.edu/9421523/Development_of_a_Student_Attendance_Management_System_Using_RFID_and_Face_Recognition_A_Review
https://www.academia.edu/9421523/Development_of_a_Student_Attendance_Management_System_Using_RFID_and_Face_Recognition_A_Review
https://doi.org/10.1016/j.engappai.2008.04.007
https://civilica.com/doc/71903/
https://civilica.com/doc/71903/
https://doi.org/10.1007/978-3-030-86130-8_11
https://doi.org/10.1007/978-3-030-86130-8_11

AB-V)e ¥ oylas ((VF+F) V) 81,5 code aolilad ST oy ygliiods (5306 6y iam Sy o> yb

[9] Naseri, A., & Tabatabaei Manesh, S. R. (2020). Providing an algorithm for authentication
of radio transmitters Based on power amplifier nonlinear behavior. Journal of Command
and Control, 4(2), 84-101. http://ic4i-journal.ir/article-1-202-en.html

[10] Chothia, T., & Smirnov, V. (2010). A Traceability Attack against e-Passports. In R. Sion
(Ed.), Financial Cryptography and Data Security (pp. 20-34). Springer Berlin Heidelberg.
https://doi.org/10.1007/978-3-642-14577-3 5

[11] Erguler, I. (2015). A potential weakness in RFID-based Internet-of-things systems. Pervasive
and Mobile Computing, 20, 115-126. https://doi.org/10.1016/j.pmcj.2014.11.001

[12] Alavi, S. M., Abdul Maleki, B., & Bagheri, K. (2014). Analysis of confidentiality and security
of two-way authentication protocol in RFID systems based on abstracting functions.
Electronic and Cyber Defense, 2(2), 23-31. https://ecdj.ihu.ac.ir/article 208219.ht
ml?lang=en

[13] Salami, Y., & Hosseini, S. (2023). BSAMS: Blockchain-Based Secure Authentication Scheme
in Meteorological Systems. Nivar, 47(120-121), 181-197. https://doi.org/10.30467/
nivar.2023.415722.1260

[14] Abdollahi, A., Sajadieh, M., & Yazdani, M. R. (2023). LRAPM: A Lightweight RFID
Authentication Protocol for MIoT Systems. Technovations of Electrical Engineering
in Green Energy System, 1(4), 71-89. https://doi.org/10.30486/teeges.2022.196845
7.1039

[15] Liy, J., Zou, X., Lin, F., Han, J., Xu, X., & Ren, K. (2021, July 07-10). Hand-Key: Leveraging
Multiple Hand Biometrics for Attack-Resilient User Authentication Using COTS RFID
[Conference session]. 41st International Conference on Distributed Computing Systems,
District of Columbia, USA. https://doi.org/10.1109/ICDCS51616.2021.00103

[16] Elahi, S. B., Rashidi, M., & Sadeghi, M. (2015). Designing fuzzy expert system for chief
privacy officer in government and businesses E-transactions. Journal of information
technology management, 7(3), 511-530. https://doi.org/10.22059/jitm.2015.54073

[17] Valentine, N. H., Akaerue, E. I., Etido, M. G., & Davies-Ekpo, C. S. (2024). A 3-factor
authentication access control system using RFID, fingerprint, token and code. Multimedia
Tools and Applications, 83(15), 43635-43647. https://doi.org/10.1007/s11042-023-
17325-2

[18] Mahmoudi-Nasr, P., & Kimia, H. (2022). A Mutual Authentication Method for Internet of
Things. Signal and Data Processing, 19(2), 73-86. https://doi.org/10.52547/jsdp.19.2.73

[19] Meivel, S., Praghadeesh, C., Ravinder, A., & Sibisaran, D. (2022, May 09-11). Hybrid Student
Authentication System Using RFID Reader and Face Biometrics Using Deep Learning
Techniques [Conference session]. 2022 International Conference on Applied Avrtificial
Intelligence and Computing, Salem, India. https://doi.org/10.1109/ICAAIC53929.2
022.9792810

[20] Sepehrzadeh, H. (2022). A Method for Assessing the Security Risk in Cyber-Physical Systems
with Incomplete Information Using Bayesian Game Theory. Quarterly Scientific Journal
of National University of Skills, 19(1), 495-521. https://doi.org/10.48301/kssa.2022.
320681.1909

[21] Leyu, Z., Xinyou, Z., Yunjia, F., Shuyao, L., Jun, B., & Xijia, H. (2021, December 17-19).
Design and Implementation of RFID Access Control System Based on Multiple Biometric
Features [Conference session]. 18th International Computer Conference on Wavelet
Active Media Technology and Information Processing, Chengdu, China. https://doi.
0rg/10.1109/ICCWAMTIP53232.2021.9674127

14


http://ic4i-journal.ir/article-1-202-en.html
https://doi.org/10.1007/978-3-642-14577-3_5
https://doi.org/10.1016/j.pmcj.2014.11.001
https://ecdj.ihu.ac.ir/article_208219.html?lang=en
https://ecdj.ihu.ac.ir/article_208219.html?lang=en
https://doi.org/10.30467/nivar.2023.415722.1260
https://doi.org/10.30467/nivar.2023.415722.1260
https://doi.org/10.30486/teeges.2022.1968457.1039
https://doi.org/10.30486/teeges.2022.1968457.1039
https://doi.org/10.1109/ICDCS51616.2021.00103
https://doi.org/10.22059/jitm.2015.54073
https://doi.org/10.1007/s11042-023-17325-2
https://doi.org/10.1007/s11042-023-17325-2
https://doi.org/10.52547/jsdp.19.2.73
https://doi.org/10.1109/ICAAIC53929.2022.9792810
https://doi.org/10.1109/ICAAIC53929.2022.9792810
https://doi.org/10.48301/kssa.2022.320681.1909
https://doi.org/10.48301/kssa.2022.320681.1909
https://doi.org/10.1109/ICCWAMTIP53232.2021.9674127
https://doi.org/10.1109/ICCWAMTIP53232.2021.9674127

(G020 dxo AD-11 Y o)lols ((VF+T) VY (o B1,15 code aolilad

[22] Wahyudono, B., & Ogi, D. (2020, November 19-20). Implementation of Two Factor
Authentication based on RFID and Face Recognition using LBP Algorithm on Access
Control System [Conference session]. 2020 International Conference on Information
and Communication Technology for Smart Society, Bandung, Indonesia. https://doi
.0rg/10.1109/1C1SS50791.2020.9307564

[23] Mardani, M., Abdolmaleki, B., & Bagheri, K. (2015). Weaknesses of SPRS Authentication
Protocol and Present a Developed Protocol for RFID Systems. Electronic and Cyber
Defense, 3(3), 39-48. https://ecd].ihu.ac.ir/article_200092.htmI?lang=en

[24] Ren, H., Song, Y., Yang, S., & Situ, F. (2016, August 23-25). Secure smart home: A voiceprint
and internet based authentication system for remote accessing [Conference session].
11th International Conference on Computer Science & Education, Nagoya, Japan.
https://doi.org/10.1109/ICCSE.2016.7581588

[25] Sanayei, A., Sobhanmanesh, F., Sobhanmanesh, F., & Ghazifard, A. (2011). The Factors
Influencing the Development of Radio Frequency ldentification Technology in E-
Supply Chain Management (Case study: Iran Khodro Industrial Group (IKCO)). New
Marketing Research Journal, 1(1), 41-70. https://nmrj.ui.ac.ir/article_17573.htmI?I
ang=en

[26] Safkhani, M., Bagheri, N., & Naderi, M. (2011). Cryptanalysis of SEAS: An RFID Authentication
Protocol. Electronics Industries, 2(3), 77-92. https://ei.sinaweb.net/article_591480.
html?lang=en

[27] Kulkarni, S., Raut, R. D., & Dakhole, P. K. (2016). A Novel Authentication System Based
on Hidden Biometric Trait. Procedia Computer Science, 85(35), 255-262. https://do
i.0rg/10.1016/j.procs.2016.05.229

[28] Murillo-Escobar, M. A., Cruz-Hernandez, C., Abundiz-Pérez, F., & Lépez-Gutiérrez, R.
M. (2015). A robust embedded biometric authentication system based on fingerprint
and chaotic encryption. Expert Systems with Applications, 42(21), 8198-8211. https:
//doi.org/10.1016/j.eswa.2015.06.035

[29] Ting, S. L., & Tsang, A. H. C. (2013). A two-factor authentication system using Radio Frequency
Identification and watermarking technology. Computers in Industry, 64(3), 268-279.
https://doi.org/10.1016/j.compind.2012.11.002

[30] Ustundag, A., Kiling, M. S., & Cevikcan, E. (2010). Fuzzy rule-based system for the economic
analysis of RFID investments. Expert Systems with Applications, 37(7), 5300-5306.
https://doi.org/10.1016/j.eswa.2010.01.009

[31] Wen, W. (2010). An intelligent traffic management expert system with RFID technology.
Expert Systems with Applications, 37(4), 3024-3035. https://doi.org/10.1016/j.eswa.
2009.09.030

.


https://doi.org/10.1109/ICISS50791.2020.9307564
https://doi.org/10.1109/ICISS50791.2020.9307564
https://ecdj.ihu.ac.ir/article_200092.html?lang=en
https://doi.org/10.1109/ICCSE.2016.7581588
https://nmrj.ui.ac.ir/article_17573.html?lang=en
https://nmrj.ui.ac.ir/article_17573.html?lang=en
https://ei.sinaweb.net/article_591480.html?lang=en
https://ei.sinaweb.net/article_591480.html?lang=en
https://doi.org/10.1016/j.procs.2016.05.229
https://doi.org/10.1016/j.procs.2016.05.229
https://doi.org/10.1016/j.eswa.2015.06.035
https://doi.org/10.1016/j.eswa.2015.06.035
https://doi.org/10.1016/j.compind.2012.11.002
https://doi.org/10.1016/j.eswa.2010.01.009
https://doi.org/10.1016/j.eswa.2009.09.030
https://doi.org/10.1016/j.eswa.2009.09.030

