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With the increasing expansion of networks connected to the internet,
attackers' efforts against these networks have also grown. Therefore,
many researchers have proposed solutions to deal with botnets that
lead to remote contamination of systems. One of the main problems of
existing methods is the high rate of false alarms produced by attack
detection systems, including the rate of false positives and false
negatives. In the present research, by using machine learning
algorithms, these alarm rates were reduced. In the first stage of the
proposed solution, the dataset entered a pre-processing stage so that
outliers and noise data were identified and discarded. Then, using the
K-Nearest Neighbor algorithm, the non-useful features that had no
effect in determining the data class were excluded from the dataset. In
the next step, the Gradient Descent algorithm was used to accurately
detect the class of data and categorize them into normal data or botnet
attack. Finally, by performing various tests on the CTU-13 and BoT-
IoT datasets in both binary and multi-class modes, the values of the
important criteria for evaluating the effectiveness of the botnet attack
detection system were obtained. The results showed that in the CTU-
13 dataset, in binary and multi-class mode, the false negative rates
were 0.01 and 0.04, and the false positive rates were 0.01 and 0.05,
respectively; and for the BoT-IoT dataset, in binary and multi-class
mode, the false negative rates were 0.02 and 0.05 and the false
positive rates were 0.03 and 0.05, respectively. Compared to other
existing methods, the proposed method is superior and demonstrates
areduction in the rate of false alarms and improves efficiency.

& ©2023 Technical and Vocational University, Tehran, Iran. This article is an open-access article
e distributed under the terms and conditions of the Creative Commons Attribution-Noncommercial 4.0

International (CC BY-NC 4.0 license) (https://creativecommons.org/licenses/by-nc/4.0/).



https://creativecommons.org/licenses/by-nc/4.0/
https://karafan.tvu.ac.ir/?lang=en
https://karafan.tvu.ac.ir/article_188657.html?lang=en
https://orcid.org/0000-0001-5239-3000
https://portal.issn.org/resource/ISSN/2538-4430
https://portal.issn.org/resource/ISSN/2382-9796

Aliakbar Tajari Siahmarzkooh Reducing the False Alarm Rates in Detecting Botnets...

EXTENDED ABSTRACT

Introduction

Current networks are constantly exposed to attacks by hackers. These attacks are
relatively simple to implement despite their complexity, especially since security
penetration testing tools are widely available to both user computer technology and
hackers. When the complexity of attacks increases, it is necessary to make intrusion
detection solutions more up-to-date and reliable. Therefore, intrusion detection is very
necessary and important to ensure the security and integrity of information systems.
Analyzing information collected by security solutions, intrusion detection systems use
various rules to distinguish between normal and dangerous events.

Soft computing tools and approaches are relatively newer methods that are used in the
field of intrusion detection. Machine learning, artificial intelligence, and deep learning
algorithms such as neural networks, regression, decision trees, convolutional neural
networks, etc,, are common soft computing tools and are used today in various fields to
provide more efficient solutions to problems with lower costs. In this article, we use the
classification system based on machine learning to better display the proposed model.

Methodology

The work steps included three parts: data preprocessing, data reduction, and data
classification.

Before the data enters the classification phase, the noise and outlier data are first
removed. Normalization of the data is done by changing the range of values to the range of
zero to one.

Due to the large amount of data for classification, it is necessary to exclude those features
that don’t have an effective role in determining the class and category of data from the
dataset, and only the features with a higher impact are used for further processing. K-
nearest neighbor classification (KNN) is a popular supervised learning algorithm used for
classification tasks in machine learning. This algorithm works by placing the k-nearest
neighbor to a new data point and classifying it based on the majority of the classes of its
neighbors. The mentioned algorithm is simple and effective, but it has problems when
dealing with large dimensions of the dataset, which can be computationally expensive if the
dataset is voluminous. This algorithm is often used as a basic model to compare with more
complex algorithms.

The stochastic gradient descent (SGD) classifier is a linear classification algorithm
widely used in machine learning applications. This algorithm based on SGD optimization is
a widely used optimization solution for training large-scale machine learning models. This
algorithm operates by repeatedly adjusting the weights of a linear model along the negative
gradient of the loss function. SGD classification is known for its efficiency, scalability, and
ability to handle large datasets, making it a popular choice in many real-world applications.
In this article, we use this algorithm to classify data into two categories: normal and attack.
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Results and discussion

Table 1 shows the values of the evaluation parameters for different percentages of
training data samples and different values of k in the k-fold validation mode. The best result
for the parameters in the validation mode was obtained when the k-fold validation method
was used with the value of k=8, and in the percentage mode when 63% of data samples were
used for training and 37% of data were used for testing.

Table 2, like the previous table, shows the values of evaluation parameters for multi-class
classification. As can be observed in this table, the best results for the parameters were
obtained when using the k-fold validation method with the value of k=7. In general, the
results obtained from binary classification were better than multi-class classification.

Table 1. Binary classification results with k-fold cross-validation and percentage split.

Parameter 5Crf(());(si Eérf(());(s1 1Cor(f)(;lsd Tra;n Trs:)in Traoin
validation validation validation (63%) (74%) (76%)
FPR 0.15 0.02 0.07 0.01 0.09 0.08
FNR 0.12 0.01 0.09 0.01 0.07 0.10
Accuracy 94.87 99.97 97.38 99.99 98.35 96.58
F1 Score 93.05 99.76 96.44 99.81 97.55 95.81
Error rate 5.13 0.03 2.62 0.01 1.65 342

Table 2. Multi-class classification results with k-fold cross validation and percentage split.
5-fold 8-fold 10-fold

Train Train Train
Parameter Cross Cross Cross

validation validation validation (63%) (74%) (76%)
FPR 0.13 0.05 0.07 0.07 0.04 0.08
FNR 0.11 0.05 0.08 0.06 0.05 0.08
Accuracy 96.27 99.03 97.20 98.33 99.34 96.28
F1 Score 95.72 98.76 97.38 9741 99.28 96.21
Error rate 3.73 0.97 2.80 1.67 0.66 3.72

Tables 3 and 4 show the comparison between the value of the best result obtained from
the most important evaluation criteria in the proposed method with some other methods
for binary and multi-class classification modes, respectively. By comparison, it can be
concluded that the use of KNN and SGD methods can lead to improvement in the accuracy
of intrusion detection and particularly reduction in the rate of false alarms in the detection
of botnets in the dataset.

Table 3. Binary classification comparison.

Method FNR FPR Accuracy
DT+KNN 0.06 0.08 99.26
RL+AdaBoost 0.08 0.08 99.39
SVM+NB 0.07 0.06 99.54
CNN+LSTM 0.05 0.07 99.66
RF+ANN 0.05 0.05 99.85
SGD+KNN (Proposed) 0.01 0.01 99.99

Table 4. Multi-class classification comparison.
Method FNR FPR Accuracy

DT+KNN 0.09 0.08 98.38
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Method FNR FPR Accuracy
RL+AdaBoost 0.09 0.09 99.12
SVM+NB 0.08 0.07 98.52
CNN+LSTM 0.09 0.09 98.74
RF+ANN 0.08 0.11 99.21
SGD+KNN
(Proposed) 0.04 0.05 99.34

Conclusion

With the expansion of the use of the web space by users, the attacks on devices
connected to the internet have also increased. Thus far, many researchers have provided
solutions to deal with botnets that lead to remote system contamination. However, since
their proposed methods suffer from high false alarm rates in detecting botnets, in this
article, a combination of two machine learning algorithms called k-nearest neighborhood
and stochastic gradient descent was used. One was used to reduce the features and the other
to better categorize the data. The results obtained from the experiments and their
comparison with some other methods showed that the combination of these two algorithms
can improve the accuracy of diagnosis and particularly reduce the rate of false positives and
false negatives in detect botnets.
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