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The increasing growth of computers and the internet has provided a
new and widely used platform for providing network services. This
has significantly increased the provision of administrative, social,
financial, educational and recreational services on the network,
particularly the internet. The expansion of the use of Internet
applications creates an opportunity to abuse the network and its
information for criminal purposes. Based on this, intrusion into the
network and unauthorized access to information have become the
main concerns of network users as well as network managers.
Intrusion detection systems include a set of tools and mechanisms for
monitoring computer systems and network traffic. Various methods
are used for intrusion detection, such as statistical techniques,
cognitive-based methods, and machine learning methods. In the
present research, a method for intrusion detection using machine
learning algorithms was reviewed and proposed. The proposed model
is a multi-class method that, in addition to intrusion detection, also
determines the type of attack. This method is a hybrid model in which
the combination of the Seagull optimization algorithm, thermal
exchange optimization algorithms and random forest algorithm are
used. CICIDS-2017 dataset was used for analysis in this research. The
proposed method was compared with several different algorithms
and the accuracy value of the proposed method was equal to 98.8,
which is higher than that of many machine learning methods.
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EXTENDED ABSTRACT

Introduction
Various methods have been proposed by researchers to detect intrusion in the

network, but greater research was needed to increase the accuracy and speed of
detection. In this research, a network intrusion detection method was introduced. In the
proposed method, the hybrid of two optimization algorithms, seagull optimization
algorithm and thermal exchange optimization were used to select features and reduce the
dimensions of the data set. In addition, the classifying attacks in the proposed method was
performed by the random forest algorithm. After testing different methods, the hybrid of
the above algorithms was selected due to appropriate performance and the level of
accuracy, precision, readability, high F1-Score and low training time. CICIDS2017 dataset
which is a new dataset was used in this research. The strengths of the method proposed
can be summarized as follows:

1- Using a new feature selection method in intrusion detection.

2- The proposed method is multi class.

3- Using the new CICIDS2017 dataset.

Methodology

The proposed method used a new optimization algorithm for feature selection. This is a
hybrid algorithm which combines two optimization algorithms: Seagull Optimization
Algorithm (SOA) and Thermal Exchange Optimization Algorithm (TEO). The SOA algorithm
has a good global search ability, while the TEO algorithm has a strong local search ability. In
order to improve the search ability of both algorithms, the hybrid optimization algorithm
was used to select the features. In addition, Random Forest Algorithm was applied for
classifying attacks. The Forest Algorithm was used to increase the accuracy and speed of
detection. In this research, the CICIDS-2017 dataset was used as one of the most recent
datasets. The CICIDS-2017 dataset was designed by the Cyber Security Institute of Canada
to solve the problem of lack of up-to-date and valid datasets for intrusion detection and
collected for IPS and IDS design.

Results and discussion

The evaluation criteria used in this research were accuracy, recall, F1-score and time.
After data preprocessing steps, the data were divided into two categories of features (X) and
labels (Y). Then 10 percent of the data set were randomly and proportionately selected so
that there was an equal proportion of labels, named X_train, y_train, X_testand y_test. Then,
the learning algorithms were applied to X_train and y_train. ACC results for LR, DT, KNN, RF,
GB, NN, RNN, GRU and LSTM algorithms were recorded as per Table 1.

Table 1. Accuracy of learning algorithms on primary data.
Algorithm LSTM GRU RNN NN GB RF KNN DT LR

ACC 0/781 0/79 0/816 0/742 0/89 0/912 0/89 0/522 0/761
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The execution time of the mentioned algorithms (in seconds) is shown in Table 2.

Table 2. Algorithm execution time (seconds) on primary data.
Algorithm LSTM GRU RNN NN GB RF KNN DT LR

Trainingtime ~ 3002 2647 1808 584 1623 19/4 471 59 378
Testingtime 42 39 36 18 12 0/17 183 0/9 0/3

As can be seen in Table 2, the training time of the random forest algorithm was 19.4
seconds, which was the fastest method under the same conditions as other algorithms. In
Table 3, the arithmetic mean of the F1-Score, readability and accuracy criteria for the
investigated methods can be seen on the primary dataset.

Table 3. Arithmetic mean of F1-Score/ readability /accuracy with primary data.
Algorithm LSTM GRU RNN NN GB RF KNN DT LR

F1-Score ~ 0/13 0/17 0/2 0/1 0/72 0/79  0/8  0/409 0/2
Readability 0711 0/16 0/19 0/13 0/78 0/819 0/806 07429 0/21
Accuracy  0/1 037 0/1 0/11 0/69 0/81  0/8  0/54 0/18

CICIDS-2017 dataset has 70 features after pre-processing. Feature selection by hybrid
of thermal exchange optimization and seagull optimization algorithm resulted in the
selection of 32 features. The features selection are presented in Table 4.

Table 4. Feature selection by hybrid of seagull optimization algorithm and heat exchange algorithm.

Features selection
12 1 2 5 6 7 12 15 18 19
24 26 27 44 30 34 37 39 41 44
47 48 49 52 53 55 56 57 58 59
62 64 65 67

As can be seen in Table 4, 32 selected features have higher importance than other
features.

Table 5. Accuracy of learning algorithms on final data.
Algorithm LSTM GRU RNN NN GB RF KNN DT LR

ACC 0/839 0/83 0/84 0/82 0/97 0/988 0/949 0/78 0/81

As can be seen in Table 5, the accuracy of random forest algorithm was higher than
other methods. In addition, F1-Score, accuracy and readability of algorithms are shown
in Table 6.

Table 6. Arithmetic mean F1-Score, readability and accuracy with final data.
Algorithm LSTM GRU RNN NN GB RF KNN DT LR

Fl-Score  0/28 0/34 0/28 0/32 0/92 0/92 0/86 0/61 0/49
Readability ~0/3  0/36 0/41 0/29 0/89 0/98 0/89 0/49 0/52
Accuracy  0/28 0/39 0/24 0/23 0/94 0/96 0/9 0/67 0/26
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As can be seen in Table 7, the F1-Score, accuracy and readability values in the random
forest algorithm were higher than other methods.

Conclusion

In this research, the intrusion detection method was proposed by using the combination
of thermal exchange optimization and seagull optimization algorithm for feature selection.
Furthermore, random forest algorithm was used for attack classification.

This method was compared with several machine learning and deep learning methods
and the results demonstrated that it has higher accuracy, precision, readability and F1-
Score criteria than other algorithms. Moreover, the proposed method has a higher speed
than other algorithms investigated in this research. To compare with previous research,
some similar articles were selected and compared with the proposed method. The
comparison showed that the results of this research were higher than the selected studies.
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