Quarterly Scientific Journal of Technical and Vocational University

Autumn 2023, Vol. 20, No. 3, p. 485-507

Journal Homepage: https://karafan.tvu.ac.ir/?lang=en TVU

o :10.48301/KSSA.2023.382583.2426

Implementation of a Noisy Hyperlink Removal System:
Using the Semantic and Relational Approach of the

DBpedia Ontology

Kazem Taghandiki?*

1Department of Computer Engineering, Technical and Vocational University (TVU), Tehran, Iran.

ARTICLE INFO

ABSTRACT

Article Type:
Original Research

Received: 01.27.2023
Revised: 05.06.2023
Accepted: 06.11.2023

Keyword:

Semantic Web

Noisy Hyperlinks
Ontology

Reasoner

Semantic Similarity
Relatedness Similarity

*Corresponding Author:

Kazem Taghandiki

Email: ktaghandiki@tvu.ac.ir

With the rapid expansion and growth of web data, the web graph
structure, which is a graphical representation of the web world, is getting
larger and larger and has gradually changed from a content structure to
a non-content structure. The presence of junk data such as noisy
hyperlinks in the web structure graph has caused problems for many link
mining algorithms and reduced the speed and efficiency of information
retrieval algorithms. Research has been conducted to remove noisy
hyperlinks using structural and string approaches. These approaches
incorrectly remove some useful hyperlinks and are unable to detect
noisy hyperlinks in some situations. In this paper, a dataset of noisy and
useful hyperlinks was first created by an interactive crawler using
website crawling. Then, through semantic web approaches and facilities
such as the Dbpedia ontology, attention was paid to the semantic and
relational structure of these hyperlinks. This was followed by activating
the DBpedia ontology reasoner, the process of removing noisy
hyperlinks from the web structure graph taking place. The tests
performed on this system showed the accuracy and capability of
Semantic Web technologies to remove noisy hyperlinks.

@ () & | ©2023 the authors. Published by Technical and Vocational
ot University, Tehran, Iran. This article is an open-access article

E-ISSN: 2538-4430
ISSN: 2382-9796

distributed under the terms and conditions of the Creative
Commons Attribution-Noncommercial 4.0 International (CC BY-
NC License) (https://creativecommons.org/licenses/by-nc/4.0/)



https://creativecommons.org/licenses/by-nc/4.0/
https://portal.issn.org/resource/ISSN/2538-4430
https://portal.issn.org/resource/ISSN/2382-9796
https://karafan.tvu.ac.ir/?lang=en
https://www.doi.org/10.48301/KSSA.2023.382583.2426
https://orcid.org/0000-0003-4415-264X

Kazem Taghandiki Implementation of a Noisy Hyperlink Removal System...

EXTENDED ABSTRACT

Introduction

In recent years, the ability to create an infinite number of web pages, together with the
extremely large amounts of data generated in various fields of technology, has given rise to
a challenging concept known as 'big data'. In 2021, nearly 49 billion web pages will be
indexed by Google and Bing crawlers. Clearly, there is a significant increase in the number of
web pages on the internet, which has led to the growth of the web structure graph. As a
result, it is extremely difficult to navigate and explore the structure of the web due to spam
data such as noisy hyperlinks, hence the need for a mechanism to eliminate spam
hyperlinks. A number of studies have been conducted to detect and eliminate spam links
from the structure of the web. However, the proposed methods are highly dependent on the
string and structural characteristics of hyperlinks, while ignoring their semantic and
relatedness structures. In this paper, the semantic and relatedness structures of hyperlinks
at both the page and site levels were considered. Using semantic web technologies, such as
ontologies and reasoners, noisy hyperlinks were removed.

First, a data set of hyperlinks was created in a separate process. Then, using semantic

web technologies such as ontologies and reasoners, the concept of the hyperlinks on the
source page and the concept of the target page were analyzed semantically and relationally.
The analysis can be used to determine whether a hyperlink is noisy or useful.
The proposed system takes the constructed dataset as input; each row of the dataset is
composed of the class mapped from the hyperlink context topic of the source page, the class
mapped from the topic of the target page, a field indicating the noisy or useful nature of the
hyperlink from the user's perspective, and the domain name of the source page. Then, noisy
hyperlinks are detected and the results are compared with those of the user to determine
the extent to which each semantic or relatedness property in the ontology contributes to
correct detection. It is also possible to identify which queries lead the user to noisy
hyperlinks and which domains contain the noisiest hyperlinks. The experiments
demonstrate the accuracy, power and scalability of Semantic Web technologies in
eliminating noisy hyperlinks.

Methodology
As shown in Figure 1, the semantic and relatedness system for eliminating noisy
hyperlinks consisted of three general steps.
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Selection Domains Preprocessing Extraction
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Preprocessing Identification Integration to Classes
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Figure 1. Implementation process of the proposed approach.
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Domain selection: The main idea behind this domain selection approach is to
crawl the domains that are retrieved by search engines in response to frequent
queries.

Crawling Domains: the crawler starts to explore the domain and eventually a list
of links in the domain is obtained.

Hyperlink Preprocessing: Incompatible hyperlinks must be removed in the
preprocessing step.

Feature Extraction: In order to ensure that the topic of the surrounding text of the
hyperlink as well as the topic of the target page are detected with sufficient
accuracy, a number of features must be extracted from web pages.

Feature Preprocessing: This is able to perform the topic identification process
with higher accuracy and lower error rate. In this paper, this was achieved by using
typical text mining preprocessing techniques such as stop words, token
normalization, case folding and stemming.

Topic Identification: The purpose of this stage is to determine the topic of the
hyperlink text and the target page using the previously extracted features.

Topic Integration: The topics from the previous stage, located in multiple text
files, are combined and integrated to create a single well-formed input for the
matching stage.

Matching Topics to Classes: The purpose of this stage is to match the topics from
the previous stage to the classes of the DBpedia ontology.

Results and discussion

Figure 2 visualizes the values of six commonly used performance measures in
information retrieval systems. The extent to which the reasoner uses different semantic and
relatedness properties in the DBpedia ontology to represent semantic and relatedness
similarities between the subject and the object is shown in Figure 3. The percentages of
hyperlink types from both perspectives are visualized in Figure 4 which shows that the
proposed approach is able to distinguish between noisy and useful hyperlinks as accurately
as an expert user.
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Figure 2. Performance measures of the proposed approach.
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Figure 4. Percentage of hyperlink types as perceived by the user and the reasoned.

Conclusion

The proposed system takes the constructed dataset as input. Each row of the dataset
consists of the class mapped from the hyperlink context topic of the source page, the class
mapped from the topic of the target page, a field indicating the noisy or useful nature of the
hyperlink from the user's perspective, and the domain name of the source page. The results
were then compared with those of the user to show the extent to which each semantic or
relational property in the ontology contributes to identifying a hyperlink as either noisy or
useful. The categories of queries that lead users to noisy hyperlinks and the domains with
the highest number of noisy hyperlinks were also identified. The experiments in the present
study demonstrated the accuracy, capability and scalability of Semantic Web technologies in
eliminating noisy hyperlinks.
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