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In recent years, with the development and advancement of various
aspects of information, we have witnessed the introduction of new
technologies in various sectors of life and industry. The industrial
sector has been most impacted with many critical infrastructures
based on new technologies. On the other hand, the increasing
complexity of these sectors has made the task of managing and
maintaining safety much more difficult than before, so that in
recent years the issue of security in industrial systems, particularly
in critical and complex infrastructure, has become one of the major
challenges. An attack on these systems can have adverse physical
effects and consequences on equipment, products, service outages,
and even human health. In this paper, a method for modeling and
assessing the security risk in cyber-physical systems is presented.
In this method, the interaction between the system and the
attacker was modeled as a Bayesian game with incomplete
information. The considered security parameters were divided
into two categories of attack and defensive parameters and the
attacker and the system behavior predicted using the proposed
model. The inputs of this model were control components, process
model, system and attack parameters, and its outputs were
quantitative values for security risk metric.
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EXTENDED ABSTRACT

Introduction

Different Cyber-physical systems (CPSs) are the combination and integration of
computing and communication systems with physical processes. Although this
combination and integration has increased the efficiency and reliability of the systems, it
has also exposed these systems to sabotage attacks.

The main goal of this paper was to provide a method for modelling and quantitative
assessment of security risk in CPSs with specific and functional components so that the
appropriate estimate of the security risk in attacking these systems can be estimated. The
proposed method was based on game theory and is a two-player non-zero-sum game
between the system and the attacker.

Methodology

In this method, game theory was used to study the behavior of the system and the
attacker. The proposed model is a two-player game model between the attacker and the
system, non-zero-sum and with incomplete information. Formally, the proposed game
model was defined as a multiple G = <B Si, Uj>, where P is the set of players, S is the set of
actions or strategies of player i, and Uy is the probability of player i choosing strategy j. A
game in which some players do not have the benefit of knowledge of one another is called
a game with incomplete information. In fact, most of the time, the system and the attacker
do not have complete information of one another. Therefore, the best option to model the
conflict between them is to use the Bayesian game-based modeling method with
incomplete information.

Attacker's strategy was considered either to attack or not to attack: SA = {4, NA}.
Furthermore, the strategy of the system was considered in the form of detection and non-
detection of the attack and disorder caused by the attack: SS = {D, ND}.

In this model, it was assumed that the system did not have full knowledge of the
attacker's knowledge, and for this reason, it estimated the attacker's knowledge to be
lower than k'with pk probability and higher than k' with pk-1 probability. As a result, it can
be assumed that two types of attackers are being dealt with: type one, with a low level of
knowledge, and type two, attacker with a high level of knowledge.

In order to model this game which was solved using the conventional game solving
method, the standard form of the game was divided into two models. Tables 1 and 2 show
the standard form of the game model for type one and two attackers, respectively. The first
line in each house of the table shows the profit of the attacker and the second line shows
the profit of the system.

The parameters of the desired game model are as follows:

- Krepresents the attacker's level of knowledge about the target's physical process
and its failure conditions.

- R shows the attacker's profit from physical disruption to the system. This
parameter also shows the damage caused to the system due to physical
disturbance.

- E represents the necessary cost for the system in order to invest in security in
order to detect intrusion and anomaly, in order to prevent physical disruption by
attackers to the system.
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- Wshows the benefit of the system from detecting an attack.

- Bisthe benefit and reward of the system from the discovery of an attack.

- Pa shows the probability of an attack in order to cause physical disruption to the
system.

- Pdisthe probability of detecting an attack.

Table 1. The game model for the attacker type 1

System
No-Detection (ND)  Detection (D)
KxR,-C, -K-C,
Attacker Attack (A) “KxR,-W,  B,~KxE,
0 0
No-Attack (NA) 0 ~K xE,

Table 2. The game model for the attacker type 2

System
No-Detection (ND)  Detection (D)
Kx R1 - C1 _Cl
Attacker Attack (A -KxR, -W, B,-KxE
0 0
No-Attack (NA) 0 -K xE,

The combined Nash equilibrium of the game model for the attacker type 1 and the
system are as follows:

U (N1 =U o (1) >
Ua acl er(A):Ua acl er(NA)_) S e _
(1P ) < (K xRy~ Cy) + Py x (<C,) =0 Fro) X (—Kx Ry =W )+ (1- Py ) x 0=
1 0 o0 0 0 PaO x(By K><E) (1 Pao)x( K><E0)
Py =(KxRy~Cy)/ (KxR,)=1-—2 K x E,

>Py=—"2—
KRy 7B+ (KxR,)+W,

Similarly, the combined Nash equilibrium for the attacker type 2 can be obtained as
follows:

(K)o (48) A
attacker attacker _ X + x0=
@ (RPUORZGR )G e e )
1 =(KxR -C))/(KxR)=1-—= B K xE,
K xR, S>PyEm———
B, +(KxR)+W,

Results and discussion

The considered system as an example is a laboratory system that consists of two tanks
that are placed at different heights relative to each other, three valves and one level sensor.
Figure 1(a) shows the probability of attack and attack detection for different values of
attacker knowledge and Figures 1 and 2 show the risk of attacks performed for different
values of attacker knowledge.
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Figure 1. The attack and attack detection probability vs. attacker knowledge

2.2 T T T T T r ——f
—#—Ti=154 ’
@ TF= 119

-~

- - —
-y =] oo
T
L

—
h

security risk

0.8 Lo

0.6,

0.4 . . . .
0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

attacker knowledge

Figure 2. Risk of attack vs. attacker knowledge

As can be observed, as the attacker's knowledge increased, the probability of attack
and the probability of detection also increased. The risk of attacks increased due to the
increase in the attacker's knowledge and, as a result, the increase in the probability of
an attack.
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Conclusion

In this paper, a method for modeling and assessing the security risk of CPSs using the
game theory with incomplete information was presented. The presented method modeled
the confrontation between the system and the attacker as a Bayesian game with
incomplete information. Since the information of the system and the attacker did not have
complete information of one another; this method was very suitable for modeling the
conflict between the behavior of the system and the attacker. The input of the model
comprised of the game components: the cost of the attacker's attack, the amount of
damage caused to the system by a successful attack, the penalty for not detecting the
attack, the system's profit and reward from detecting the attack, and the attacker's
knowledge about the target system. The output of the model comprised of the
relationships that allowed calculating the probability of attack and the probability of
detecting the attack. In addition, a method to evaluate the security risk using the
probability of attack and its detection, the damage amount of the attack on the system and
the time to system failure was provided.
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