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Computer networks are spreading widely and one of the most
outstanding challenges in computer network security is detecting
intrusions into networks. One of the main tools for detection is
controlling network traffic and analyzing users’ behavior. One
way of accomplishing this is to set classifications that specify the
patterns in huge volumes of data. By means of data mining
methods and introducing a binary label (normal pack, abnormal
pack) and specifying the priority of data, abnormal data is
detected leading to increased accuracy of network intrusion
detection which in turn leads to improvement and maintenance of
network security. In this paper, SVM algorithm is analyzed in
terms of priorities and the effect of machine learning algorithm on
accuracy of intrusion detection is investigated. The results show
that using SVM is more advantageous compared to past
approaches yielding better detection and increasing accuracy and
right alarm detection.

& © 2021 Technical and Vocational University, Tehran, Iran. This article is an open-access article
am distributed under the terms and conditions of the Creative Commons Attribution-Noncommercial

4.0 International (CC BY-NC 4.0 license) (https://creativecommons.org/licenses/by-nc/4.0/).



https://creativecommons.org/licenses/by-nc/4.0/
https://karafan.tvu.ac.ir/?lang=en
https://karafan.tvu.ac.ir/article_128393.html?lang=en
https://dorl.net/dor/20.1001.1.23829796.1399.17.4.1.9
https://orcid.org/0000-0001-8665-8759
https://portal.issn.org/resource/ISSN/2538-4430
https://portal.issn.org/resource/ISSN/2382-9796

Y-Y€ & D)Lows Ay 8,92 dras ullw)
https://Karafan.tvu.ac.ir/ :ay yis (w51

d - :10.48301/KS5A.2021.128393 @:20.1001.1.23829796.1399.17.4.1.9

YOYA-FFY - 2 Sadg iUl sLLS
YYAY-AY45 1 ol GULS

oy sy Jlio \ B3

Oailo (60530 51 02l g (59lT0015 SoS 4 AUl 4 Dgdi yanSeuid
Olsinly j12 5 Gawle (w9, 42

V10,530 sdge 0 V0l copmal polis pual

Ol ecloyS liwl (glad > 8 olRKuily ¢ pooly s 0aSily  amolS g 5y (awdige (ylod)bd ¢ ole Cln guie -
Ol ecile S il (glad s (8 olSild ¢ (pals daped 0uSElD igunels g 5y (ewdine ledybd el wli )8 ggmiily -Y

LRVLES

Ao WleWb!

S A & S (AT 8 fgepall SlaaSed (9389, S 4 Az L
Sl &5 09k oo aiBlid (5 FgeelS slaaSed o cual )80 Lol Sl
ool 5 (Sl Gl lo)lid, Jelos g et S5 s ol el
3heslaul b aS wil e bgamaiws 3l eslaiul ( olapiugw iz sl
Sooliinl basS o by (55 S w0ols ol px 50 gSl 0,5 ascin
Wy (Jloy i) (29990 cmzp o 85 AT g gslSesls slahs,
slosls lgiee a5 Laosls Gla Fhg (9,5 Larie Grizes 5 (Jloynd
o 4 elio ol o (g3lgiting Joe 09,00 YU 4l ool ez o 5 b o
a5 5l ooliiul 156 5 bavras Sl s olaiis s Geile w5l
45 3310550 s )0 398 (S (i 5 S8 Glies 50 Gedle 5xT0k
5 8 Gl Gali8l 4y qain oSl cpl ) eslainl aST was o lis Jols mlbs

bzl co (L3 sla g, 4 o b jladie e po eSS

ARV YARVET RV Pt PR
1Y/ /7Y i (6,55 50
VNN 0 tllie 4y

1oB3lg a8

iyl

oty Yoy Gedle 63530
&9oals

3y (g9omel olis ol 3 granno BNunns 5*
Sy P Cannny

amir_namjoorad@yahoo.com

& © 2021 Technical and Vocational University, Tehran, Iran. This article is an open-access article
am distributed under the terms and conditions of the Creative Commons Attribution-Noncommercial
4.0 International (CC BY-NC 4.0 license) (https://creativecommons.org/licenses/by-nc/4.0/).



https://creativecommons.org/licenses/by-nc/4.0/
https://karafan.tvu.ac.ir/
https://karafan.tvu.ac.ir/article_128393.html?lang=fa
https://dorl.net/dor/20.1001.1.23829796.1399.17.4.1.9
https://orcid.org/0000-0001-8665-8759
https://portal.issn.org/resource/ISSN/2538-4430
https://portal.issn.org/resource/ISSN/2382-9796

39255313 Goen 9 31y 5970l Lwles ol WoFF ((IWRR) IV (305 idgy — sole asblibad

EVRTN
Soi5 5| 68 sl Sl 00 9 ST (slooylgns p ogdle (6 T gunalS it ST 0 JelS il ol (gl
(5T ol 5l S35 oS (Gppe y0 wilym B sl e 5l 39k arsets gt ol 4 (6,50 (Slopies
by OT L ablio (gl (ol 5 0l (s 1) Gl s wunas 05 50,5 jo0e el Do S0 5 (g gl
S5 il (asiil (Ag) 9 398 4 fl 0978 s lene 4 a3l B oe 1) 395 (antS Slaptanw oS
Sy Aawd A o | LT (155 o IS 1o b a5 0 )l 3959 39 Lanseid (sl (5 lone 5l alisee gl
Hlasle aS oS
28 oo J 7S 1y ol AU (slncs lominls ji (512 1, 4K 0 (5399 W 521 Slisen e )
A5 o a5 i S by e b sl o 5o lsime ool
ool HIDS 3l ;22 NIDS SllSal coglis S o o 3265 1) poimas , )13, 1 a8t e =Y
S o Cdiblon st yis bl (59, 45 2l b S b Bpses
e olSas] K ol pod £95 93 (ol )l (oS 5 b HIDS L NIDS iz 3l s ol # o qojs -Y
ol gl 1) 955 o) 15 el 35290 a5 0 IDS j2 45 & jg0 el 0ads oS85 (635 50
el Jgiane (3LwelST g onms; (G535 oo 2 il (635 0 o] S oo Jluo f (635 0 Zg ko
P o (s ol oSl (Sl yjo)t adiby (raizmen (535 0 oSl (pl 010 osge ) ptans
Oy A 094 0 0,33 (635 1o S e ol o oMbl 5 Is sage ) Al )3 05> g0 slIDS
ools Jlus)l g1y dgzg0 Eilusyyj 5l aSul b sl pogas Wil oo (535 p0 o pie ailolu L LNIDS
Ay 4 Blol glacaial 598 oolaiwl 25 pae gloosls L)l (gl a5l 5 289 5 0gud oo oolainl
dier ) "398 et slai s 1] 09 o ol ¥ (glne copas (sloeSio (6 yglid L (55
Y lmals a5 oslitulegus panS gl oo (sl S s 53 10 A s,
ASy) gy b oS oo ololit sutanslis chles sliel Lue s | bl osliiulsgus mnseis slapiy 55
Lol oz el )5 ol slas oo b oads aislis sladles adeis 10 3485 museid Glapimw 5| g5 0l
oS ololis |y 0 oasaislis glaales b aplie Copogas 5 Sy 45 ooz gloales wilyi o
Dglite e Jlo 3 )5 S L8 L oauiSales )i, oS s 4058 (nl bl (5l (antets sla )51 Ll
Slyear 1) 63955 Sl Jlo S oo sl | Jlop S5 slagSUl g 5JUT) Jloy slasidls g ol 5l eean
et w5 Al s b il Sglite Jloy Kbl slasSI b o) Slosas (51 0 o Ll s dles
Glados o)l 4 snsasls sbhales jakis o Ll aites caulie oz sloales ololiss ol (s el
RS Sla by, o Jyame 9 i b 93 ol calae Jo s 4 Y] st sl IS wslitalegun (i
CaS Jde S (o5 5 98 Al Slaptens (ol 0 el oal ALl 398 g 99 3l (oS 5 398
Sl g0 zoz o0 b bl @S e 5 0000 S2j90] Js j5bay (5l (asts Jao S g ooliliges
K Bl 510555 o0 )l 0 abos lsiear |) (639,9 S5 oS 5 398 (S Slagiunsw | (pan (Jbe

! Host-based Detection System (HIDS)

2 Network-based Intrusion Detection System (N1DS)
3 Distributed Intrusion Detection System (DIDS)
4VPN

5 Intrusion Detection Algorithm

6 Misuse Detection

7 Anomaly Detection

Vo



IW-YF YAV (81,5 hdgh — oole aollad n00]d oS a4y Sl 4y Sgdi (pudrid’

Ay oo sk 0 dlas lgie 4l (69555 S8l sl alex  bLs | SKdl 5l oS wes asedd ol by Jowe g0
S0 ales lsicas 1) (69,8 Sl Conl dlas (60959 SASEI S A5 s asid Joe g0 @ ST
@V O o 5 590 585 (sl s Lol s 00 3920 ¢ lolids § LS it s Jgl Ul 50 0255 0
oz S5 5| (6 by Sl e Ll 2l wlgs 2015 SIS aliy pgs cls o a8 Jl> s coils sl
DS o oS 5 1) 398 anteis Joe g0 ol Laid a5 pla g, o)y sl 4 ik ol o YT 0, sasabi ],
slapt )58 (65 S 5l 3 alys oo (o) nl b I 05 o0 )18 adlllan 0590 (ol petds oS 5 sl g,
|y s o 4 a0y LS Bl 51 a5 sl )55 5 0 oo (bl |y w6501 g bzl o bl zals
Crl izme atlioe 83 £ i b anates (355 I dlie (pl Bam 55 eanlyS anlis 5 L5

Sy g plol g able (65,00 i3 5 sladnd 5 o tole]

(8T 590 9 Cuod!
395 0ylge CMes | (sl 3985 auseis (gl (gelSenls e sla g, 3l eolaul lie oyl 5l Bas
(e 38l oo 3l 395 (89 ST olulid OMes (nl wilgi e (S 358 (aSiS Slapta 5 gl 0
Ol el 00ls #5 asdS o aS ol GBS o3 4y Lad e o) jo 10 3585 &y bogye Sl el glulis S
dcgerre )0 3585 Sloailis 5 Cudle Jhe jebay U ol 55 oS witiee Slas I cage Jlows guie (P, sloools
6ol SaS b Juw cpl el wigy a5 o LB sloosls los 3l canlin (slagSl a8 L (g5l 00ls 098 aseine ool
Orens SUlgs laygil pl .y o ey a5 slaools | goisaiws slaygild 5l lacgemme (g, (ol y0 S o
L ol Gun wgd o b, KDDCUP99 ools degazmo 3l ooliiwl b g axil o s 1) (gole 5l gole L,
Sy9ly e asis gole pé I gole sladiug Wl a5 ol laosls asgazmo 45 dz g5 b o 68l o e (Byre
QLQ,.“H) 9 Cnl 092940 59 )|)3‘ faf' 5 FLg (G diwd LQLQQ,.JB) S 99>9e LSLQW'“)?ﬂ‘ rﬁLo; )| oolaiwl La.».a.‘?u
gl aes co 1) Dloz i i )6l 5 alides o Jow (sl g 00l ] Sl adgl ools 3l aS" ools digad iy
Sl de 10 dezge At slapi )Xl der § wmd o olaisl 093 4 1) ol ey o ool Aiged gy
A olgidoy adgl ools digad gy «oles jo aF Wad 12l 5 (g 5lwdnds caliBre (slaosls degosrs by (gunains
o le G laans b
Sl Shlie (LA 2 ogdle 398 (ais Slapianw )3 (oS 5 bl S (AL L lFe )
It Sy ooumlgw AP s Lgng}A )'l e Golmal asis by g d9d8 aseis
835 oo YL SIS O%BT Cawd dy Eeely 398 adeid (glopimn ;0 Adé g pundli (g, 5l oolainl -V
D)8 3959 IMes (gl i (90l Cagr IDlex 3l ools oL S <Y
5l ol Jieghy opl Slaal
o et b dglio )0 Bdedi aseid o st S5 )
SALL 5l ok ) par 4 (S Ul Y
Dy oo O lus alS cely o5 K500 b Sase oUlg Y
Sl gws acgazme Jlosl ()5 Clus (g3l Jled e )5 L)) adad aile 509> slagwly ools  -f
oxs 5 5>
Sk Gliee Gl -0

! False Positive
"



39255313 Goen 9 31y 5970l Lwles ol WoFF ((IWRR) IV (305 idgy — sole asblibad

(P 2Uly -7

Sl Jedo e a4y ailoads iy a5 3,80 D00 4 (6,15l cgolpaion e o ok e ol (gl
ORPES s (3 S Bg yan 45 Al g0 Jlaie caiiSadsl e Ll SO oD jginl g oo oolaiul &gl
Gl ol S o lejed & jg0a a5l g5, |, TCPIP ol Stos col ol a5 [# ;0] cul 5Las 3o
o ygimnl 09 o e g | ST gl aiile qopee (sloosloolSol i 4 Wil o 4 Canl pdyillasil i8ls 5 S
Iy oads ;&i)::u‘:.,,i)'h\loau‘;l,ml:o}u‘sn)olél)oiafo)loalf)o)i@%J\iséy’:}‘sﬁuuﬁsyé
5 Seigy (S gid aile alizee sl Jalepinnn lp O gl S adg 1) canlie Jlaie aly o olulis
0k a3l el BT 5l (S5l 5 355 (et s S (il (V] 8l Ghlises (gl al s j9ans
S slaaiged) Lasl @5k 5l plolid (JSSg 5 @25k 5l alolid slagts; sblpe B oS oo ooliiul (98 iy o3
SOUNCE =S 15 (wse 153, Geisle -5 plesl o LTy Joane 1 [L8) Goyb 5l lolid 5 (oud iy o8 oy
295l oo sl cnl 5l (8 Slatin 4 S 0 ol ol anwgy 1AAA- 149 la L (o 1) & jennl file
LYY o b o gl ams oo &l ool sla ool g b )lisle alize glolojlu sl Il ol ol
525 Lol ol 51 il A5l o L3 3 3538 et (5,515 o 5lgie 3501 el ¥ 51 i
g g0 oddliv V SS j0 4 Cunl onl

Meiwork Sniffer | Preprocessor Detection A]arf.s/ ——E
Buckbone Engine Logging ]
Log Files/

w& f fi Dotabase

[A] @y gl (g ylomo Y S5
SleMb! d)STé“? Commnd
LMl (5 y5Tans 51y a5 (5,180 5 5 6l 5lcen Jilos 5l (slacgame 51 Conl & le Sledlol 0uiiS gox
b el o0 8 Jog Gl w40 A s 50 45 (610l aildoe ailonnd Juate lais j9e 4Sed 4 530 90
A 50 33,5 o (5 9lann (6 FomalS 4K Sledbl il LU o aallSe (slao sl 4 a5 Sglis
Jesd 5l 6,500 slacSdly e sloaSs o a5 Jbo o aib oo conlice LB 1P il Vaare <ol
55,5 o oanlie Apple Talk 4 IPX

SleMbl oond (l 408,08 0age 4 1, s Al 1o (51, Sledbl (g 5lwoolel g (Gamaiws aiby Ceond oy
0,5 o Lil |3 cdlo aw 4 (g5 oo 95250 sl alaz 500 ,5 co gandiws lgiore b casliine (505 ,9 pl>

RPC plug-in -

HTTP plug-in -

Port scanner plug —in -

1 MySQL Oracle
W



WoFF (Y)W (o315 sdagy — soke aolilad 0015 oS Ay ASlh s g il

S g by w3l pley @] &y e 5 ol | sl (gl S 51 (6 lomms sl 008 1A 150 Jlad

Pl joige @

Ol 5o (e slianl) (1158 00,8 o Cand (] 1925 030 )5 0olal 5 (gussais Cledbl a5l
858 oo plol leB b bl s anlie Oldae Cod (pl 4y Sledlol 5955 51y ol 48,5 )18 o3
S92g0 (yuiled b Sledol anglin 51w il oo 3585 (awsedd Oldae jo ST o iy lls o ()]
SleMbl & jgo (pl b 50 05d oo Jloyl Jlaie Ceand 4 SMes glasl b Gillas & g0 (0 (SMex glanl)
el oa ooly ioles Sluliss jeige )15 aig, ¥ JSE (0 caigd co ailAS (LS 4 b,

_
— S and
— = Deteciion Engine Logging/Alert
— ——
——
—_
Packets I | ll |
TY ;
Rule

FYes, Send to
Logging/Mleriing

Ho

[Mlpbobed j990 ¥ S

Sl (29,5 o
b ogdios Jlojl cuond tal @ oud (i J8 51 Cao 9 b i 950 SNl calex (ansed I
ol 055 0,38 (IS O gl Ol g dsgaze ;0 SY aldgy Sl |y Sledbl e oo Oginl pplais
Ui 613 45 gounto gla 3810 5 SaS L (55 o 90 ol po y 35k 0,30 ke an i by oSl
25 0)l5e & Olise bylidle i cnl alaz 5l ogai pladl (g5 DM (6 pslaaz 4 Cod il o (SIS

25,5 o Lol
SnortSnarf -
Snortplot.php -
Swatch -
ACID -

Kiwi Syslog Daemon -
Soi slore bl (sl led 5l eoliinl 39h Al s S Dlgie 4 &gl (o Sy 5l K0S
o Bplonl (sla o s & S oS Eobe GlSe 1) )il (SB L Dl e Jlie (sl Sl gl sl
(o sl Jold lgie b e dale S 4[5l g 0B Djg S [l oad s (SS9 2 (e

YA



39255313 Goen 9 31y 5970l Lwles ol WoFF ((IWRR) IV (305 idgy — sole asblibad

aox jasid Sl aS oS gan Sy sl w e e |y sl ST Jlesl 1) 0% oiiSTy b (g Uas
gl g, 5l eolaiwl 4y (g3l & ygrl 5l oolatiwl 0gzg L 1A ol asils 551, &g g sl lawes
&y eadlools slr 395 15 a5 LAl s (SlaciublB L & psiul 305 579 S99 sl S Stagy (e (sl
DS ;5 sens 5| (o 4 Jlgaie Jale Glaptupn 5 oo caai bl 5 T o5 OIS, ol 00
Sloie adgs gl sl KDDCUp99 DARPA il 5 Jlasl 09z caalol jo .l 00l Jowo S9sS

TN 000 25

KDDcup99 sesls ac gozxo
Sl ig, b g caliie mlie 3l aools cpl .l (639,9 slrosls el (golSosls o a8 o Jol IDS ;o po
s SIS Lo gie e (Olen p0 40) 5 4 (o (gole it 13, Db sl ] ge ey alise
Sdls KDDCUP9I sloosls acgamme 13 il oo dualio g e (s o oliv 3 (slaatoy ol a5 el
Cod (She T g aiges FAT- Y. o Jailiwl ools degammo ol )0 045 o0 6)5T@q oA b objee glasiis
g o s dids ds 4y KDDCUPYY ools acgomme slodapas .ol ool
s 9] Cawsds TCP/IP Jlasl G 5l o)lgs o a5 el sla Sg plos Jolis 0l sladaras -
g ga LAt 0 53l a4 e b Sy ol
oy o3l S5 o aline gl S bl oS el oo T Jolss adds ] 1 Sl 5 slbaaas -V
139550 09,5 93 Jold 4 Wigd (oo dmlone
wlie dato b b ;2 008 oo oy |y B4l Y OVl e (ol :0)bme aline gla Shg (A
058 g0 drslome 08 5 Lo JSgy elans ol &y bgy o Ll 5 053 o0 (S )l Jlail S
ool 3t 21 el 9 1) SLaSy gy VL] 0o o Sy (nl iomgrm alie slaSihs (u
Wy 0 S e )l YLall
(sleSa) odgai RZL 3 UZR &Mles Probe s DOS odles i M3 : olsize slodaas Y
L ol <Ylasl Probe 3 DOS &iles a5 ol cde cpl 4 a5 ad)lai Jlsie slodiges 5 5,),55
Ay dacas golas e iz e glp Al oligS Slej oib SO0 lree (g0l
pdaas pl 4 wes psid | SeSie sl ,ls, w08 a5 (39g0L 09,5 Jie) wilows aid
slozel LB ools acgozme S IDS (gl 2l 5 >l b Sl 5IKDDCUP99 .oy 68 oo (olsioe slodaras
Jolis 05 ls IS8 aw a S5 Yooro ol (Sins TV (611 dcgame ol o odds od ools ,a .l
alox Loz oold acgezme (pl Ho il oo (Foliie 35, aels slhls aS poled 5 A g
adyls (eole) Jloyi iyl badtiy & bagamadls (pul 5l 2,15 90,10 5929 0ads ools Lasxis Lol
A 00l glwlid O 1,500 (S s

& 9wl 5 DARPA KDDcuUp99 Uil i Jlos!
GlaSs Sl aan V5l aS ol 00,88 a5 (ail5'90) (Hbgo (bj9el ool cuLKS ¥ sl ls DARPA9S
igel ools dsgezma Lyl Jlail el gadee ¥ oogas atin ¥ iolej] sleesls el sod LS5
sle; ;0 a5 TCP lears Jlg oo Jlasl ) cwl Jlasl e audio O 590> Jols KDDcup99
IS 5 meSs 2o waie 1P ayol 2 Tana IP ool 51 Mmool s (o o5 wig oo plas 5 5,8 (o
Gz o b Bl plgieas 5 el (Shg TV (il Ll 51 plas™ o a8 (aizs (b 2y e
o> 05,5 Jlaz 5l (o @ cadgleand Sdles s amie ales g58 o gl plaS e 5 wloas

4



IW-YF YAV (81,5 hdgh — oole aollad n00]d oS a4y Sl 4y Sgdi (pudrid’

dl.u PI’ObIng o> 9 (RZL) ‘SLZA JL@;‘ A 90 o|) )‘ FIDES ‘(UZR) C)j) L) ).,)lf FIPES ‘(DOS) M9y
é; M A_i..‘?‘).: 9 ‘SJ‘M “éJ..o‘ 6Lb§]’5 05; dw A u‘j.:so ‘) KDDCUp99 LgL{b;]Jj .\.\S)b

el 00 0,38 59090 sl b8 5l asiin Sl uiles gl Gl slaca bl 5l G osls acgaze
ol il (29993 Skl wils patin Gloj j0 4ol SIS ales ol (29955 sba Ll
Q.g.| )“ solatwl wiiwsa u;’é'B s> Agod dﬁL" leools AS gm0 C)'.’.| 9 GLJ om@ﬂ@? oo\od.cw
olea (59) alizee slaghy) Jlesl (Sl (raizmen 09d o0 aise 5 ploj )0 (2974850 el ool acgacme
bty by, wiiwn [A] DEFCON (DARPA leoslsacgome ol 5l el 533 Sl 00l ds gome
Ol 0018 degamme S 0 oolatw] KDDCUp99 g DARPA ooslsas gazs 3l oais sl sla laia 5l allio o]
ul.:.A )‘ J.)lﬁ 9o MLGA (w‘ 39) T= J.ALMJ L » 45) s Can L ‘]09)),4 4&..».: k_ia..g‘).\ JAL.M ol
L6 tepdump.list 4 outside.tcpdump ;I o le a5 Wgd oo eolaiul wolsacgae 59, ;2 slobils
loding Cow 08 ol topdumpllist o g el asiis Sl Jols 9990 i1 Len OUtside.tcpdump
)hé)ywbidsd.s‘snuamwfd‘w‘h&wﬂbfﬁwfo‘)&m&)du;]u)‘

sl ¥ S o tepdump.list LB 5 cend il oo (Jgere S35 L sl ol ale> S5 5l i

Sl 00 00l

WAS VU £/19494 09:12:17 00:00:01 frag/i - - 207.103.080.104 172.016.118.020 1 pod

WA CUTENAES VY cevaze) fraghi oS VYT An Y o YT ALY Y pod
WA CUYENARE SN eened fraghi oo OO AN £ WYL ALY Y pod
WA TTENART NNV e fragh S o T, T A VE YT, AN Y e Y pod
£eTT CUTENTIUINTUNY coneze Y http 18180 A 1Y, 011,010,000 197,000, T, 0T o
ECTCUTENAET VTV e Bigp TOY08 A YT, 1T, 0 00,4v0 YT Y TEE VT
EeTA CUTENATT VTR e Bip ToTet Av WYY, 1T E 1 TL AT, Yol 4, T
AATY T893 E Ve ¥ veseY ecfi o< VoA TE0 1 TE AT VT, T, VA Y nmap
ATATA ST AR e ¥ e geafi o= ToATEGATE AT WV, TN 00 Y imap
IATL VIATNEIAVETea Y s geaficC VAT ELITE VAT VST YAT ) nmap

DARPA KDDcUp99 oSl i Jlas! ¥ JSCi

Sbl5 o NMAP ,POd alas 4y bgs o o 4 5 NMAP PO x5 dus 355 0 0d0Liie 45 4565 Lo
abloe (Jyese
sgbeols

ool cyaiile (6, 81,8 ( wlidgSl ( eoran ogp FgalS ole bl ple Gl (bLI s wsglSesls
ools oL 31 slezel LB 5 w3 BB camsbiil Gion 5l e SleMbl 2l sl anl 3 (gglSosls il o0
g3 il s (gslSools PMasl ol w555 slaclad jo (6 S paenad ;o ] 5l solitul § )5
odezem (3],8 (sglSools 0gd co bl wiie Gl 8l jekate 4y 55 slaools oL Julod g 4y j

b 4 il e 00ls 5l arwg pr 50 ide 09l D yg0ds g Wi o sla Joe g oS Ll T
oolawl LB ol g aiil oo puz el rosls canily Sy LB oLl gl b Jas 5 el ) a5
Sy olSesls vl 3 & a8 5l (6,80 0 (nlply wbl ge colainl LB aosls ;o axags (uils Ll i
LJQ,. 5 Wools jo aags il @iS jalaieds ools ol jo alizes olic blLs )l 55 g by Jow 5 g3l Lol

Y.



39255313 Goen 9 31y 5970l Lwles ol WorF .(YR8) 1Y (S0 gy — ole dolilad

ools ol 3l e slagSl CaiS o YW S eols 10 095 o F(6,9,0 39,459, «mledol &y osly o
Geogi |y ools 5l acgasmen; SO Hlee bL1aS sl baools jo Juw wpbe 565l 51 jslaie .05 o o,Li
D] il s 5 wgd BB wosles piine § 23S o

WEKA 38103
o sloialy o b iliske o s, (s Aalie oISl 035 s SUIS 28 LISy i385

59) St sl 5l slaggoze dSg S e 0B (320 (5a0 Sboaeln lo b g B3l 15 (SCS1,5 Ll
OlF o &S Cowl ooy b (glaisS a4y Jl5dle 5 cplall o Woosls J3lo  yies slaylil g il (6,500
Sli¥le s 2,5 Glalejl cools wpazr sladegaza (55, ¢ pdydllanil Ojp0 4 1) 09290 Glaig, e o 4y
Silwoskel dagloiiy (pl W3S o oald 025 Glaggesls wnld JS 6lp 1) gaieds))l sla Slosy
21y 650k bt g (6999 slaosls (S3lF ialed 5 6250k lasszlr (s)lel (o3, 539, slaools
goie slaylnl Jols Jldle 5 cnl g,Sol slap sl gy aels b Sialen uizren 5pS ooy
6978 4 oSl s )3 Joliie lanly SO Gasb 5l el g ggiie Sl ax cnl icslmosls (51 5 ey

PREX IR ARG

oele g 5ok

[yogs JolsS g 0l lyge yol Jlo jo o conl (ogian J5go 5l (s b Aoy Oeile (6 S0k
s Jord 3 e gl o igeelS gl 3 ey i 4505 5y otle (5,253l 51,35
s L3I ile (5050 b J S (6,95 «ledlbl 5 Lol eleMbl (5,925 cdundd ¢ pulitly ¢ £ 9ran
Sl 5 05,5 (553 425 oy 51 o5 g Sl (lise 55 Kl el S e 550
Qilgs g0 45 Dgd oo Azl Lol slo Jae Cledbl (6,555 5l oolainl b il 5,50k jo WS g 1) 055
50 adsl Luils ais8 e oS conl cnline myl il o pile (6,80l S SLaST Laisd eolaul Flisul (6l
P9y nl s e g8 (o0 Vb ol Loty ool 4 (B S e @ 13l 0925 aoosls (slagSl s 59
s (555 5585 s polite 4y i3 0 agile (nad sl 0 (slagladl & Ypane 45 el
9k 4 solosls o rtle (6,50l SSAST aiis 48 oty ke 5 9IS oo Jos g Sl SIS (e
5 Oele (650l slaghy; T OSh Wigdco Gl oalllaiyd g oad el aiws g0 4 S
ol odalice BB aslsl jo a4 aas o ialed | Ll jo 99250 (slracgomms 55

\A



IW-YF YAV (81,5 hdgh — oole aollad 0010 oS dy ASl Ay dgdi yausruid

Machine Leaming Techniques

Unsupervised Supervised
& Naive Bayes
Distance-based
N Decision Tree
Clustering
! Random Forest
1 Support Vector Machine
- Gaussian

Orile 6 50b SLSLEST P S

A ) e 4y aS 0 ls Gl glsil 5 F0L
QB Cans 00 S iy ) Gladnd 4 | 639,59 0y 1S o b Crile ' g oS
DS oo )8 aws G 50 o0 b o g8, plaS 45 0 o cadS S0l e | (gabAd s>
Dl gt 1) o] eoae laie (639,9 SG (soiudiwd Crat sl 4 8,5 o 0l Cpiile T g0 paas

By 15 3 blo 55
A SIS 55 L sinains b 5 S a4 s o b o 9 ol o tlo o)
SpSobye Tatin 5y, a3l g5 a5 ol gloarsS gomaims (ylutis o uble g o oolitwl wil
S5k 698 Al p 9 0,5 (Byme VAAY Lo jo Skl 1) plaids o edile gdos gmme (adile
Gy 5l oduzn slagsl 0,5 plate § Lawkdd ek,sdl aiws cpl Bas cwl ens F Ly S sl
Sl ol Gl Jlo g eiile jo Lol oayl .l ool [0 0,08 5 (g5laSTh (ST, guiudinns « S S
S
8,900 s )T a il iSTas b plbamins pl sl pdlas Jas &gt laatws aSul 580 -
QS o 1) asws a5
QS oo oy sl iy olal b glad a4 bools wuils pdslas o & jsods bosls a7 Lluw o -
o,5 e s O jgod yas glad ol o) PHIR A
Oes 5 Hnzdle wiile sl ool plol 1925 )5 (ool Clidod latiy oy (edile Sy50 0 -
ko oo )l5 o as il g Ll ol aS” YL s e e oo ,oSl ol a5 wsls Las (Y YAY)
Il 0S5 518 Al (99,9 (lgiea

1 Classification

2 Clustering

3 Numeric predication

4 Kernel Methods

5 Statistical learning theory
6 Maximum margin

Yy



39255313 Goen 9 31y 5970l Lwles ol WorF .(YR8) 1Y (S0 gy — ole dolilad

Cal Sl S5 b (5,50l ] ool 45 el pble (6,0l (gliva s oo o5y s 1o bl

Gaawd (gl S oo (g WIS aS o oyl |y (sleols slagSINas” Ly sla sy LS L ) Woosls a5

Sygo cpl s len 1 Tl ools N (6l Yy = (X)) 45 5,9k @ 40uiS log F(X) ol b atwss g0 @ lasols
555 iy

F(x) = sgn(Ti-; aiyi(xi - x — b)) M

5 e 603¢ AjgY; € {—1V} Wisd o ooliiwl (jsel (sl a5 aiitin slasyss, slaws ) ] o &S
;)5.».:‘54 oolawl (Gudwd LQ‘JJ as G”L )fl Lol el ulMMAAJ )L))) ),;...\ Xj 9 el C wl.) dde )‘ ).u_i>9s
O o )5 cpl gl sty s b LT oosSTlos &L oy YL golal 4 1) osls b wogis o
L) ool Oox 6‘;} aS Sl ‘suLa ul.o.m as QEAAJ‘SA O;.\f.ﬁl.; A é:l) k(Xl‘X)uT B as A.J‘SA)Q r) C.\)}\o
g oo ookl FYL as

F(x) = sgn(Z}=1 a;y;ik(x;x) + b) )

2l Sz e 4y aS 000 s AlSe gladiins 4y 9wl atily alisee glgil Wilgs go ain AU

bz lacgogar (le Foli 5 witer b Sjge 4 ais el riny ol ISt Wl ole
P Aol ) Cavgar ped a5 Gl s Al G ol Gl (L8 Ceend jo 4T Ll aigd ced BB Laosls
2595l Gmly [ @b SEE Gom LSy gl s o0 L8, GLaSe 5k 4 bools Sliogas asa b o
&b slp &5 Sl (nl suny o0 5 4 )5 ol sl &5 (ol )8 (oo e S Lty Jlop tle 280
ST v o5 5 gy LI A latuogad Sl st Gl s crl e S 0 (s A
ol ele 655l (slat s 5o sy 2B 5 5B S ol o el (iblo
O3Sy 5 Srrobey il (gl o5 sl oud el (5,80l laate I (S ol oy (e
awglie )0 ganadls o 095 0 Slee 3l o o jo 4 canl was Lais Loy, i (pl 09d oo oolai]
Mo omdle tlge 5 slooler Sl gy 9 40810 'y i p omae slaaSLd Jio el slavte b
G99 dmaieb slaph )Xl plo & S Bl p g samaib ;o VL QUly e @ gl
izl b opal by el o b ¥ s saidials (gl iy 152 able adly 10 ansl 00 igins o

Ordle Canl dpbe Sl (S9Sie b g3le it g s0le JLB, (i S92 ge GunaWS il > oo 4 ]
o b sla Sy olul b plalad jo 1) 6,80l slajloy a8 conl dle 5 p50L ol oy
Gads> laiidy Hlop Gedle wnalss IS Gelul Wjios canz p Bl ail Sl e a5 S (e
olael ails oy yiion ool Gl las aS ol cpl aiSS 1y Feten dosls s idu j0 ¢ conl e (slosls
SPore by, oS 095 e pll QP sla by 325k 5l osls (gl (o dlolae o g (y8L ol axsls |,
&l oetle Giluasailys sl b o Slles 5l LS aiilige Cosgazme Ll hlee J> 50
M gl oo Jiie SYL A b olad 4 Phi cllee 5,k 5l boools ¢ Sosuory oledlbl samdil
IS5 ey i g0 e alies Jood ln 5,5V (290 andd Gyl Sl Olsiee |y VL slal 53 enel gz gy

1 Perceptron neural networks
2 Binary

Yy



IW-YF YAV (81,5 hdgh — oole aollad 0010 oS dy ASl Ay dgdi yausruid

FS Jre s osle Slbes 5l Glsiion PRI Je losezngy (g, 5l ool sl @ gy ot 05 S (269
Dl oy yo azmsl g laiiay oy il Joe drwss anl,d il oo PR 5l o pae oy as o S solazl
052,550 2l ol 50,5 Ll coles 10 9 Jow gl Seinl o Jow dawgs daosls (5l i il al> o an Jolis
olal 4y (Kiwy somaib  Saoes ol pls 0,10 6 ,85b T o, Slee ;o osls g g ol (5 08 Wbt LB
1S tegerme 6 250b Glr OlFer Shey crl 3l orae SlaaSid b anolie ;o 1 o)l b Sy (sl
o)l soby sloo )5 5 oats ol Sy gl JBlas 4 Jlisle olul s oo 631 ol 0,8 colatul by Jos

DIY] el o5 3890 s

Sl 09y > 15b

u,u)b).num ..\>|3 ) uL».o.».A.M) )‘o)..v UMuLA f“"")?i” )| olaiwl L dacas ul?w‘ st.: gt (o U”‘ o
B polie 4 baaras alise polie Jiod dadsg o 5310 5 s axls 06l oo &l)) 3588 @ deid v
30 Oeized el 00l 00ls s (golael Hlais jge ladaras 4 iwgh pl jo a5 o 1) s Joud
Ol 1y e (! (IS slas Y-0 IS el oals 1)1 ID3 s jo v ,oSl Jawgs (gasnaiiss s ol
baxly cnl (795 b 53955 Olsis 4 a5 S99 o0 JSis B (oolaas g a2y (i 1 LSl ol aws o
U"‘ ML"SA M‘j é}ﬂ.} uam W .]4..:9.: ) Aa.]‘y 6Lb)|M LY w 03 4.‘:‘)‘ W RUSUIW-
9 48,5 (39,9 Olgae 4 1) S9di (Al gl Lawgi ool adsi sla ot it a5 sl (Sne (o el
0ols acgazme ol o 4 VY] & jginl Il 5l bz (gjluoslel (sl oS oo baey] (5510, 40 £95 Cumns
5 <, 1, DARPA KDD cup 99 guiie S8l & ygiml I3l 098 o0 oolawl DARPA KDDcup99
LVF] 0gi o oslal

tcpdump. list
e o sl

N N e i ey (T
Jain ole ply
1 L2 aaas o) :J-‘wx
1 e Jata da gy

ws
- Lyl

P s a2l Ty

Jaze gl ply
sleeds | olecals a2l Iy
e Jaze dy
Jaze dla ol

ol ¢l 42>

g gagatys asly >

VY] Sl gusaiws g Gainais w15 glod .0 JSi

Ol yo el oads ooy inled (Soles Ojge 4y (golpaiiing hg, 40 (somalip> slyxl wig, & S o
Sl 00l o gy Hlaid (gandiws g gaualer plol Jolye (IS

A3



9255915 (G0 9 315590l ol yuol WorF LFA9) 1Y (o815 gy — soke aolilad

1,21
Sl 0ol oolazwl a5 8550 daras Ol gl Glain Jlop udle v, 68 5 golpaion (B,
oosls LS“U-.’u")'{S PERE% aslls le.mu'bj) )‘| ul.a.duu.») )b).g u,..wl.o )| solaztwl b Weools T SETNOW- )

s550] Slaosls acgerma ol cos Waosls 5l adgl mils imen g L 5l W pial )b pdais 4 (o3L5 4 aib o
g so iy ) Dyge 4 dS @)l LSl o) (aai)gae N Lol D

D = {(xi) Ix; € RPy; € {~14}}_ ™

Oty b 0aisS oz asis pl 50,8 oy Bas el (gam —P ind> o SO X0 1LYl lade
@ g oo azmio pl p S ey =—1 Lbl iy =10 bls o5 el glails bla ) alold

gy oS oo 03,90 |y 5 by a5 X bl 5l glacgame &g

w.X-b=0 ®
ify; = +1 wx;i+b>1 )
ify;=-1 wx;+b<1 *)
foralli y;(w;+b)=>1 )

b dden ool glulas ly cpulply casl Gl 59 SGW g (5,0 alats SO X doles ol o
Wf‘ 4.1.4[3:\5.)...5‘5@ ul?;u‘ ‘) uL..u....u )b).g U""“L" sOBJJlJ LgLa:\m).o‘ 'ALQA QLA BN u\....aLv . )‘f"’*““’
azils l,8 u‘ls)'yeyl SlopIrebed po Q}Aﬂ)loﬁfajub n.';a“““’oﬁ*’)'i sleosls I ol (Sew Sl JI
bahas 5 il oo yiSlas 4 laa il sl 48,3 1,8 baools 5l alold oy oy ;o ( bl axas pl 31050
Sy i 5 SGoy alold 09l 0 hal dcgee 50 e dlwgy (sools Acgaze LIS oy 5 SGo3
o 559 Caas blE (gly ol amio ol (59, X ez Wl oo Gty X ailes, 1STas 4 b lowse 4y aio
3l eaiiSTas asis pl alold gaemms lold g0 oS 5 Gilocal b oS o0 (i 5o |y soline o1l
Slos Cavoas blas o 5SG05

(5|4>‘ L;Lmosm ‘ALoS LS‘ﬁ |) LS p.als e u\JlJ !{(Xi)}:yi(wtxi + b) =1Ll ﬁLo.T LS‘)'.'
5o bosgams plos L@y 51,3Y o0 QT 30 a5 Cel dlgpome 90 aliuse S il Jold Jooly 05 aige
09»..:‘59 ML?:Aai >0 i ﬁLoJ ‘51)130;).».“)).5‘»4;45“”‘ .IDL.;J)O US‘A-LM

el iy IS 4 Jool, Q) = Yag — %Z X aiayyiyxiTx;
W =X ajyi X M)
b =y — wixy QY]
Syge |y py S Gaaids w aiil oo plaitiy Heome o aitwa Xi Jolae a5 ao pf sladj s>

us)f U\.MP

Yo


https://fa.wikipedia.org/w/index.php?title=%D8%AF%D8%A7%D8%AF%D9%87_%D9%87%D8%A7%DB%8C_%D8%A2%D8%B2%D9%85%D8%A7%DB%8C%D8%B4&action=edit&redlink=1
https://fa.wikipedia.org/w/index.php?title=%D8%AF%D8%A7%D8%AF%D9%87_%D9%87%D8%A7%DB%8C_%D8%A2%D8%B2%D9%85%D8%A7%DB%8C%D8%B4&action=edit&redlink=1
https://fa.wikipedia.org/w/index.php?title=%D8%AF%D8%A7%D8%AF%D9%87_%D9%87%D8%A7%DB%8C_%D8%A2%D8%B2%D9%85%D8%A7%DB%8C%D8%B4&action=edit&redlink=1
https://fa.wikipedia.org/w/index.php?title=%D8%A7%D8%A8%D8%B1%D8%B5%D9%81%D8%AD%D9%87&action=edit&redlink=1

WrF (IFRR) WY (8,5 iy} — soke dolilad 0315 CSeaS 4y ASos 4y Do awdi
f(x) = Y ajyixity + b )

il alies > oo X Ly laylog 5 X g3l ol (o IS Jpame Sy oy (S oS

W oS oy sgoead Jgo 8 adligo Ghjgel loalal i plas (s XiTXj (Ao DY game aruslons Jols

abl o {Xy)} yi(WTx; +b) = 1olss gl g oy Blo> & D(W) =22 WTW S 5 5bas 1, b
Dy on 00ld osgs TESIDSTrAIND @ 4z g5 b 3585 aseis sl laiiy I uiile o ,65l

2

Zm [QRD)
m(w)%wtw ()
f(x) =Y ajyix{x+b Y

L}AJSW)Q A e 6‘,! Ml)(.‘:"q oalos C‘W‘ )‘)—l‘ )‘ oslawl B ﬁlf U”)“W 9 u.Js‘ ‘u*’)b)-'u*“
o539 cpl 5o 05d alosil Ayl 0ols dcgaze o atigs Sledlbl RS a8 ks )l laps )Xl 5l gl
Moy opile =l gl 0,5 Hlaiiy oy cuile NiD o650 505 1) LT oylsns b il Tee wuls aoals
Molaws b (S S Gl 0sd ools plas ads olael Jolds oy G dawgy wb ools aladi o Loy
sl s ot < b gl ady o V Ll slael )l 51 (S5 add g aigd o oolaiwl sae slaay M iy,
aS Coul P ).Asu" QL,.,.,.M.; )L)].g u,,.M;LA Lgl).>| )l J.d aools 6)‘5")‘4" el 00 oolaxw! Discretize
’)5&'.0 Coyo 2K 18 500 cod 38,5 205l o5l b ala Sy awsd S SzsS (85, 0k b sla S
Ygors glatud polio aS Sbul ool Slanlre Job o so0e OMSCin b (0 g)d0g, 5l oliz] bg, o]
S polie (Jaeyd diz aina b s aiis M) s b Shy gbeyloy 59,0 Jeame 4 by je
83y s> Oogot MU Shg 2 JSie ol Jo sl digd (goae OIS sbul cely canl (Sos b Shg
Sy Pl gl o0l lapsy i el (Shg Sl (gam a5 058 6553l [0, 1] L [-1, 1] blas
S92 g0 (5o el by pudais 5l amy sl ouls solazul Gl gl lasiiy o udile Sle5gy (nl Ho a3 le 59
oAt 285 Galel (sl 95l s 3 Shoe 53 1) 3l 0 VL o5 la Fhg laity Jlop Geile 5
3)lg a5 & jsods | lediged RBF aics .ol oo oolaiwl RBF aws oo oS! cpl 1o 12598 s0 ool
90 4 (oj90] Gloodls (g, cpl 10 .aiS e sl (5 5eS (soue EISLie RBF.IS o 555 olul b olad
aegorme (ol & bgye Como (it il 0900 (28 e W31 (S0 &5 Wigd o e il S5
Ol LiD 1l I8 5800 5 10 ams ylis mgee sloools b aglge (o 1) samaids Sllas Wlgi co ool
JolS dsgazme S b ol ol oo oolaul lasiay oy cudle 0,68 (655,84 gl lasiy Jlop
el 00 20395 3,910 9 (EPSIION_SVI, NU_SVI) y5ums,5, (NU_SVC) Loty o opile (soiail sl
el 0alds b gl e wiz guaab 5l Sl gl &b ol

o3l 3590 (Ll 18 32 (o s 5¢5!
el o0is gaails a5 TeStD 9031 00l acgaze TFAIND bj9el 00ls dcgazo 1639,9 (slaosls
ol 00 (ganaids a5 TESID (yg0;] 00l dcgama 1 9,5 sloosls

A



9255915 (G0 9 315590l ol yuol WorF LFA9) 1Y (o815 gy — soke aolilad

X1, ... L XN 0ols Hlsp X 1 50 a8 0 g9, (X0, Y)) L1y (ojeel eols acgomma sols plas -
Lol Glib s s Y

S gy LW G5 o n <Y

ucbmu)c\wjﬂou‘»gww‘)(x,y) JoLo."ALoa -y

9 a5 oolitwl TESED sols acgorme (gomainb gl o] 5l il atils aig gjlulos amanpl S1 -F
e aall )y 5 lapls ©jgo (ul f jo il L ) avy

DS pomizn 1y T OVASY) dolae 3o,k 5l 5 pes Sl 1) asmio ol (VV-Y) doles 3,k 51 -0

S gayi L aloon sy ai 51,5Y Co s doles 3 )b 51 -F

Ao plol | guiad o VY aoles 53,k 51 -V

(im0 o Hlas |y dmmis pl 0dgame a5 blai ) asS s aobial L1 Xi oloziy slayls, -A

g3 0ols dcgezme (sonaib Jow lored Oleiiy oyl gy s odelog>gdy amaw pl 51 -4
yi(w-xi—b)>1.{\displaystyle y_{i}(\mathbf {w} \cdot \mathbf ..=s oslal TestD
dalol )0 45 (20l (639)5 L (59, by o p edle o 55Ul Jloel L {X_{i}} -b)\geq 1.\, }
Al oo sy i asalys @l

v



WWoFF Y)W (3 sdg — sole dolibiad 0315 CSoS &y ASelh &y Do aasild

A= sls gy sl esls

’ X,Y]) bt b glon 4 el glaols Las l
I Cos e I
| PRCTORY LT (R PPL |

aly

235 s aide Test sisas seae

P
I LS A et s ae Sleania I
| o aladh | ) son adils |

GOkl 9y sled wigy F S

del Cowd &y LS

Lo jl38le 5 lawgs ool 5l paie ol oals colaiwl Sy 15816 55 51 coadas] | e (g5l (ol y
s e pll | laadgs oS 5 Sldes o Ll (5310 5 s oot (5,108 con y Sllos 45 030 5 1yl 55

YA



39255313 Goen 9 31y 5970l Lwles ol WorF .(YR8) 1Y (S0 gy — ole dolilad

s gt Il jelaie cpl (gl ed wder lade la bl b ol suds @) piecw (g3lwdnds (gl
sy Gy aadl so 00l 0,58 S8l 5 ggl> a5 KDDCUP99.DARPA 5050 (slo L1 o 5 9545 0
SIS ez J38lp 5 S oo 0dgi 1) plojlaie 5 gy ) BB Gl e jginl Il el oo 00l & jgl 4y
slajlaie 5 C8lyo (9995 Gleea wald wdy Jlade Gla bl ol @ 1) bolade cad e jlais
59, Skes Como 3ejl g Ljgel Gl o gl o slol sl 5 .0iS oo bl suis s, lAS
5 0,5 yld axly oly Lo oz dajlaie (o)l caz p 5l e gl o ooliiwl (g lel slaosls sl
90 iu (nl (g P Sl o 0dls mdgs (LS slagasu jo axly (ol o Sles 0920 g oo (55l Lo
ol ol cwl e oo o laie ol (6,50 g olidl glalaie gol> S a5 il e diws
45k 095 IS Sl 398 (Al w97 Wgd(oo GEiS R e 9ly o)ly lade atus g0yl al> 5
M 1 e g oo raud (glools slal a4y ouls 5l sl ot oy cpl jo w0l (slesls gl ks
loools Lawgr lanl § Wgl oo (guudiws § (gaudlsd i 3)ls Lo jloy plcglosls (glajls adgs g p3Y
b gl o (Byme glacslus b5 5y Lo 5o (golgidiay ool caolol yo ity oo (B90T 3350]
wlolid cds a8 ol il ol 5l Sl ol ool plosl iy Slo s, b a5 slanglas 3l odwlcwssdy gl
el 48L Sguge ¢y Sl by, Ay Cond

Caomd (] 534S 59 o o0litul o 5 (Shwyd g EB5 Gl aiile Sh)le el camsd bl obj,l o
Jolis Ygano (6,055l slapi 550! 0 Shas b)) sl Lo ol ous 4o 5 S 2 Cnnorgs 5 sl 431, &
oais 51,1 (glapi oSl 0, Shos 3550 10 ylg oo b ylne () ol @) ax g b ol oo "o S ‘1‘5';...,)0
ol izl ol g gus 2 Ll dmsloms (sl 50550 (slizl sl Wil Jleme Jloz ool gedgs (sl 08 2oy
.A.L&l.gsovdw)éli ‘5&;@59;@;9 e ‘aw)ol.; Cdo f;';w)o Cudin 3,90 54

iloads 0old LAl jlew Cowyo a7 (5 les (Sdiged 1w ,0 Cude

iloads ools aseid Jlaw Caw ol a5 ol sladiges i ol oo

iloads eols aseis Wl Cow o a5 solle sladiges i )0 ain

ooy ools aseid Wl Cowyol a5 (6 Lo sladiges i ol ate

Alize glaby, 50 &S Conl (cage Pluno 5l (Ko pgal (B5l00 50 60959 polal padiS (Jwyd £
Slp I A 308 o0 )8 s see )1 (Fuwyd g pantaS C85 e sln el bl o plgrea
Yo o Train (ojeel ools s pile (6,50l ;o Wosls 5l auo,s Ar Jgome jobas « )l b s S0l sla i,
&S oo Bl ygesl 0ols (gly ws o

recision=TP /(TP + FP
p ( ) 0%

Accuracy=Tp+TN/P+N
(\0)

L Accuracy

2 precision

3 recall

4 True Positive (TP)

5 False Positive (FP)
6 True Negative (TN)
7 False Negative (FN)

¥4



IW-YF YAV (81,5 hdgh — oole aollad n00]d oS a4y Sl 4y Sgdi (pudrid’

sensitivity = TP / (TP + FN) 0%

specificity = TN / (FP + TN)
v

TS 9ol ey

il lapm o8l plo 4 Cond s 5 g ganaieb ;5 VL Ul e 4 sty Jlop etle
(ol ool b oUgs gamaab glp laiy oy crdle (@ly )0 ol ol Cgme Jlws (g S g
el dde L (S gSio b (g0l g (gole B8 o 99290 (Ga0AMS Pluse o Caon 4 T an]B Gl b
o WU (gl S5 e L olalisd 151 (6,0l (gl ylo s o ol iable (g 50l o elerii )0 bl
@uaded ol lop el wnades IS elul ez 1) BBl il oy 8 4 05 o
slatel apilo oy iy o ] L oS sl ol 435 1 nie dmools s i o 5 el a5 (losls
Sorre Sy, 45 S9d e planl QP (slag) Boyb 5l aosls (sl (s dolae (n g (8l sl axils |,
naieb gl Getile (53luanallys sl (o (G Slibos 5l 8w Cydgazme Il Ples Jo 50
9 0deldgzsds EMSie Wigd oo Jiie VL aw b lad 4 Phi lles )b 5l bools « foauzey Sledbl
25 o (2bgd U5 4 Jlais jge dineS dlins Jrod sl SIFY Gl 40dS Gk 5l Glgioe | 5V olel
aS 5,5 oolatwl J5,S Jie (s ook Sllas 5l lgi co PRI e (gloduzmy s, 5l eoliiul sl a0 (o, (s
dosls 3l s i el Al o dis ol oyl o cudile Joe dawss a0l e PHI 51 e Jls
5,Skes 1 osls w5 sl (6,05 ulidio BB v )65l ol T sl coles jo g Jaw gl Bl ¢ Jow drwgs
SraSes b anglio ;5 5, cnl o i b S (sLiab slayl ay (K el Sz cal iy 195 5,3l )]
b Gobly 02,080 Gl 0,87 oslial LaJoe 51 (55 asgeme (5 50b sl OlFion o9y Cnl S ismas
XA O lge 4y dz g5 b el 00g) 3390 Jlwn 5 0I5 (g0l slao IS 5 0nd b (S, Sl JBlos
005,10 5,0 Alert Lol .ol oo bl (samaids g o yol slo i aseid gl cowbio 435 qouonal 300
Lawgs &Sl 5l ax b oplail o DARPA KDD cup 99 osls oL 5l (5,5 aian G 4y bgy o o Lo
Sl 58 (69559 BB lsieds 5 05 so (5,008 s TCP list L6 51 oolarul b ol obj,l o ysiml l5800 5
s Sl 1o rtle s Jlael oy 98,5 ol Bl 53 <555 2,580 B 5 e 5155
Al oo Crwsdy el ouls &l anlol jo S

Sl 45 el o0t o8l 3o ment (sl ol o cyeile 3l ek 153l 5 b o L] oo o
Jras sae 4 X il 5wl iuling ccdie daliyp 5l oolawl (gl s g 0l 3V 5 conls lal cBan
lopli b L 50 ¢ ol ol 51 ool (sl el o 451, KDDCUPID.IXE 5 Losks o sty b i
10 d9ge slaosls 5l slacgemme Lo hls ol g90 2 a5 Cowl o oll testdata.txt 4 traindata.txt
Ooyael Boa b plaiy oy il (Lbjgal sleesls lol o saipll gl 5o .cusl KDDCup99.txt
1A eolitl 0550 lais 00 Lty oy il (bgy Cone (9a3l sl alal yo jsboian 5 (soletiny s,
15 bl Wpis 3 Lnig olass ol ssalessns g oo ol ol g vl 9 55 o
Aiboe plasay oy aile (6,500 5l eolail b 6;3)‘5.0] sosls

Sl 48,5 O g0 ke ple lawgs a5 3ea8 aseid jo by, plo jledslcwsd mlo ) Jaax o
oxdylis guls g canl oo &Sl Loy Jlo gy edile 1 eslaul b allie ol jo sulasl )] g, b auglis jo
Bl by, pale dr S Gl by Gedle p (e G55 50 (@lelid S8 )5 See S

Y



9255915 (G0 9 315590l ol yuol WorF LFA9) 1Y (o815 gy — soke aolilad

Gilisto (slo g stlolid S8 alin ) Jga

Lol <30 9!
AAIVA T ol Cugae &b by,
aY/vYY Jleys oW aglS (S 5 Je
AF/00 1D
ay ¥- Ol loy Hedle

Y sai b eXCS

AFIOY Jleyi sloesls (ousS (S 5 e
AY/-Y NB ¢ 0
AV/OA JEERPEROENN
ATV "ol S
YVIEY TaYaiz e
\idiNg Yool JRRUEAN

Ol 10 5 ceilo v 5951 (S ol )y A151.Y Jgur

byl Ol 51 aitle
Correctly Classified Instances JANEIVY
Incorrectly Classified Instances JATAR
Kappa statistic JRIEY2N)
Mean absolute error Lo+ YAS
Root mean squared error LINYYY
Relative absolute error TOINOYA
Root relative squared error IYEIE 00
Total Number of Instances \YOAVY

el 0090 5 &3], 59 Lo j0 ool slgiion i, g2l 5l odwlcanody polie ¥ Jgaz o

18000

16000

14000 - 1

12000

0 L L.
1 2z

Train Data: 1» non-intrusion 2= intrusion

@b)yi Gooold 0 3985 sl g dgii i dus lio LY TS

1 Membership function (MMF)
2 Random forest

3 Multilayer perceptron (MLP)
4 Naive Bayes

)



WoFF (Y)W (31 g — sole dolikiad o0l (Ko &y ASLdh &y 395 pudidd

Moz oeile gy 3 (e o olebdin by 0 B9kl g B985 paredl Glia S| Jel> gl ¥ IS 50
sloosls IS 5l ooy Ve aS ijsel (slaosls )0 3585 e g 39 )liae Jlogas (ol 4o Col oo a8l oLy
Moy cpile Lisgel Jloges g polie ol LSis 5l o .l oo solitul sims co oKt 1) oo ooliiwl

a5lign S ey i sl ol

B coo (w9 GO0

solgiin g,y B Lialisl lie oo yLis 4 Cawl ool Sl sdwlusoas (soae polie aond ol 0
polae 5 slalogad jo .l ool &l aslsl jo slawslie slojloges jobopian .ol (LS sla by, 4 o

Xe]

9.

\=]

6 832982.09 82 8188 795 78.3977.24 75,39

Sy oy
@
=]

40
20
0
i N
v o 3
e v
)
5

liso ‘stawsi,,in Slp cdo polio dulio Hloges A S

gy plu g (goloiion g, 5l oolaiwl b 3585 aumis (gl pinmn 10 35 aseis 8 e A S5 (o

i 4 azxg by col a8 8 O g0 slanglio sl 435 O a0 sane DY j0 g ke ple lawgs oS
Ganaid 1o gyl (YU jles a8 o ap asd, ISw dlide ol jo a8 lociy o dile o, PRV TS
el oo; .)l?u‘ duLmA 6L®u»9)l44-gL°~° 5 ASP?"‘«MS St 9 oé;&o&u? )l.u.ua Gdiwd g

== New Algorithm  ==fl=SVM

120
100
80
60
40
20

=ds

10% 20% 30% 40% 50% 60% 70% 80% 90%

dle o
iz sawd gl @LNL..» CBS dunglin s 5log05 A &

Y



9255915 (G0 9 315590l ol yuol WorF LFA9) 1Y (o815 gy — soke aolilad

oS dlie cpl o oo Slgiin (g, 4o w0 sdwliwsd dilie slacds K& ;0 o950 loges
4 S §3letin gy S85 Wy loges b aS wwd e L ) Cenl litdy o etle (B9, 2 (e
A 10,95 1 358 anseid (G ;0 (cmwlio SB35l g 0l (ogro e coalipdlel s polie

—&— New Algorithm —i— SVM

120

100 W

80 ¢
60
40
20
0

L 4
L 4
<4

10% 20% 30% 40% 50% 60% 70% 80% 90%

Jbey Coms

Slaey a5 dlie ol jo olpidan by, 10 Landeidd £ 5l edelcuwods polie ;o (glawslio Vo JSi o
uA-oS‘sA oolaiwl wj) 99 U"‘ )‘ 6&...’:\..»9} 9 g.)l?u.a‘ LS‘)" a5 ID3 w)bj uLA.».».u.d )‘b).v w.wLo @.S)J wj)
@ b9y il (ot €5 3l eseliemsn gl Beb ol 485 050 aleBa iy oy edle G2, b
Ol ,oy Geble (39, & S 55 2 1D3 2550 Lawsgs brosls (ganadgs 5 oo o b oS 5 S
MQ‘SA 45‘)1 .)5.0; ua.:.?v....; LGLQI"’:“‘“"‘“’ ‘_gl).s ‘) LS]}.JJJL‘J @L) 9 od; L\,u oolw
S5 Ao
Gl ig, 500 b aaz s 5l odeliawsas gl o al)l o] gl 5l sswlcamsds s .o (g5lwans
VORI | P ORI L PR SORIPLIL P | IR VR PG SWIRRIL VAP VA KSR VR g U PR KW SV
oplive odslcasad mlo @ 4 g b uizren Sl gaiadss 5 i Jlaie Copie glo iy, S0 4
sl cds il o 3588 aseis spinew slolaie Jld ganaies 4 0B vigw (pl a5 098 0
Slanlie 5l odelcawsds gulis g Cawl a8l ol 38l 0o 10 A4/8 4y e yo sla o 140,51 Cawods (gl i ,¢S!
¢ Cypiany ‘SLij) A Cnd ksJLAAJL&A-AJ 8o aS coul aad L)'»’«‘ )‘ g55L> Sl 00 ‘aL’x.:‘ Oy Lgl.d:wj) L as
S 50 55 ol hg) )lo 1) 093 ol culae g blie (L2910 45 S5 (pl @ az gl bl axdly g
668 1y o el il sl al SO sl a5 conl oais [attine jeie (Jle gl syl S slacgsgase
JIo s s 5l nple) 5 oduamn Slewlows 4y leaiiy Jlop (e Glagrdle jsbirmad )5 (aend Wb
549y Ol b o (6908 8 5 dinS sloosls ( B,b 5l S co B ran 3 g0l aladl « Slawle Sauey
igd Jrad b g anes J55le

Yy



IW-YF YAV (81,5 hdgh — oole aollad n00]d oS a4y Sl 4y Sgdi (pudrid’

References

[1] Liao, H.-J., Richard Lin, C.-H., Lin, Y.-C., & Tung, K.-Y. (2013). Intrusion detection
system: A comprehensive review. Journal of Network and Computer Applications,
36(1), 16-24. https://doi.org/10.1016/j.jnca.2012.09.004

[2] Garcia-Teodoro, P., Diaz-Verdejo, J., Macia-Fernandez, G., & Vazquez, E. (2009).
Anomaly-based network intrusion detection: Techniques, systems and challenges.
Computers & Security, 28(1), 18-28. https://doi.org/10.1016/j.cose.2008.08.003

[3] Kim, G., Leg, S., & Kim, S. (2014). A novel hybrid intrusion detection method integrating
anomaly detection with misuse detection. Expert Systems with Applications, 41(4,
Part 2), 1690-1700. https://doi.org/10.1016/j.eswa.2013.08.066

[4] Azarksab, S., & Shiri Gheidari, S. (2009, February 17-18). Detect database intrusions using
event logging Fifth International Conference on Information and Communication
Technology Management, Tehran, Iran. https://civilica.com/doc/86437

[5] Brenton, C., & Hunt, C. (2006). Mastering Network Security. Wiley. https://books.google.
com/books?id=11smhXkgkc4C

[6] Maiwald, E. (2012). Network Security A Beginner's Guide 3/E. Mcgraw-hill. https://boo
ks.google.com/books?id=te6071UbV0gC

[7] Ning, P., Cui, Y., & Reeves, D. S. (2002, November 18-22). Constructing attack scenarios
through correlation of intrusion alerts. The 9th ACM conference on Computer and
communications security, Washington, DC USA. https://dl.acm.org/doi/abs/10.11
45/586110.586144

[8] Wood, M., & Erlinger, M. (2007). Intrusion Detection Message Exchange Requirements.
RFC, 4766, 1-25. https//:doi.org/10.17487/RFCA4766

[9] Sweeney, M., Baumrucker, C. T., Burton, J. D., & Dubrawsky, 1. (2003, November 20).
Cisco Security Professional's Guide to Secure Intrusion Detection Systems (1st ed.).
Syngress. https://www.amazon.com/Security-Professionals-Intrusion-Detection-Sy
stems/dp/1932266690

[10] McHugh, J. (2003). Testing Intrusion detection systems: a critique of the 1998 and 1999
DARPA intrusion detection system evaluations as performed by Lincoln
Laboratory. ACM Transactions on Information and System Security, 3(4), 262—-294.
https://doi.org/10.1145/382912.382923

[11] Salehpour, N., Nazari Farokhi, M., & Nazari Farokhi, E. (2015). Provida Method Based
onSupport Vector Machines Forlntrusion Detectionin  Computer Networks
[Scientific research]. Biannual Journal Monadi for Cyberspace Security (AFTA),
3(2), 51-64. http://monadi.isc.org.ir/article-1-33-en.html

[12] Hashemi, S. M. (2013). Efficiency of SVM and PCA to enhance intrusion detection
systems. Journal of Asian Scientific research, 3(4), 381-395.

[13] Gollmann, D. (2011). Computer Security. Wiley. https://books.google.com/books?id=
KTYxTfyjioQC

[14] Hamidi, A., & Ziaei, S. M. (2009, July). Introduction of Snort intrusion detection system.
T. 1. Ferdowsi University of Mashhad and Iran Telecommunication Research
Center. https://cert.um.ac.ir/index.php?r=fileManager/getFile&id=193

A3


https://doi.org/10.1016/j.jnca.2012.09.004
https://doi.org/10.1016/j.cose.2008.08.003
https://doi.org/10.1016/j.eswa.2013.08.066
https://civilica.com/doc/86437
https://books.google.com/books?id=l1smhXkqkc4C
https://books.google.com/books?id=l1smhXkqkc4C
https://books.google.com/books?id=te6071UbV0gC
https://dl.acm.org/doi/abs/10.1145/586110.586144
https://dl.acm.org/doi/abs/10.1145/586110.586144
https://doi.org/10.17487/RFC4766
https://www.amazon.com/Security-Professionals-Intrusion-Detection-Systems/dp/1932266690
https://www.amazon.com/Security-Professionals-Intrusion-Detection-Systems/dp/1932266690
https://doi.org/10.1145/382912.382923
http://monadi.isc.org.ir/article-1-33-en.html
https://books.google.com/books?id=KTYxTfyjiOQC
https://books.google.com/books?id=KTYxTfyjiOQC
https://cert.um.ac.ir/index.php?r=fileManager/getFile&id=193

