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The Internet of Drones (IoD) is a decentralized network that connects
drones to controlled airspace. The connection of drones in these
networks is through the Internet of Things. Hence, these networks are
vulnerable to all the security and privacy threats that affect IoT
networks. In addition, as the application of these networks is highly
sensitive in many cases, there are greater potential security threats.
The components of these networks work together to identify new and
advanced threats. One of the ways to identify new and advanced
threats in these networks is distributed machine learning where the
data is sent to a central server to learn the general model. This model
violates the privacy of network components. It also has a very high
level of communication. On the other hand, the central server as the
only point of failure may have many problems. In this case, federated
learning helps distributed and decentralized networks to share their
local model instead of sending their local and secret data. Since the
shared models may also disclose some information, we propose a
secure and privacy-preserving protocol based on homomorphic
encryption. The protocol proposed was for federal learning model and
detection of new and advanced threats in the Internet of Drones.
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EXTENDED ABSTRACT

Introduction

The Internet of Drones (IoD) is a decentralized network that connects drones to
controlled airspace. The connection of drones in these networks is through the Internet of
Things. Hence, these networks are vulnerable to all the security and privacy threats that
affect [oT networks. In addition, as the application of these networks is highly sensitive in
many cases, there are more potential security threats. The components of these networks
work together to identify new and advanced threats.

The focus of previous research is on the detection of cyber-attacks in independent
drones. The proposed methods are not suitable for distributed architectures such as the
Internet of Drones because new threats have a wide variety and have become more complex
as exemplified by Advanced Persistent Threats. APTs can be detected when the information
on intrusion detection systems, firewalls, antiviruses and other security systems of drones
can be obtained. Since drones may not fully trust each other, sharing the information leads
to the disclosure of their information. Therefore, privacy violation is one of the problems in
this field.

One of the ways to identify new and advanced threats in these networks is
distributed machine learning where the data is sent to a central server to learn the
general model. This model violates the privacy of network components. It also has a
very high level of communication. On the other hand, the central server as the only point
of failure may have many problems. In this case, federated learning helps distributed
and decentralized networks to share their local model instead of sending their local and
secret data. Since the shared models may also disclose some information, we propose a
secure and privacy-preserving protocol based on homomorphic encryption. The
protocol proposed is for a federal learning model and the detection of new and
advanced threats in the Internet of Drones.

Methodology

The proposed protocol is a privacy-preserving federated learning model that can be
effectively implemented on an intrusion detection system in the Internet of Drones.
Hence, a federated model was first proposed to be used instead of a centralized model. In
the proposed model, each sub-network includes several drones that trust each other and
at the same time do not fully trust others. Instead of sending their data to a central server
to collect data and perform deep learning operations, each of the subnets trains the deep
learning model on their side and sends the model parameters to the central server
securely. Then, a protocol for securely sending the local parameters of the models, which
is the gradient of the deep networks of each sub-network, was designed. The proposed
protocol for privacy-preserving federated learning in the Internet of Drones was based
on homomorphic encryption. The security of the proposed model was then confirmed,
and its complexity was analyzed. Finally, the metrics of the proposed model was evaluate
with the centralized model.
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Results

In the present paper, the proposed privacy-preserving federated learning protocol
based on homomorphic encryption was formally proven to be secure as long as the
homomorphic encryption used in this protocol was secure. If the homomorphic encryption
is secure against a semi-honest adversary, the proposed protocol is also secure against the
self-honest adversary. Moreover, the computational complexity of the proposed protocol
was in order of n?, and its communication complexity was in order of n. For evaluation and
comparison of the proposed model with the centralized model, a UAV attack dataset was
used. The models were designed and implemented with/ without servers. Then, the dataset
was used to evaluate the models. The results are demonstrated in Table 1 as follows:

Table 1. The comparison of models with/ without servers.

UAV Attack Dataset
Accuracy Precision Recal F1 Score
Centralized Deep Learning 0.95 0.947 0.937 0.942
Federated Deep Learning 0.97 0.978 0.968 0.97

Conclusion

In this paper, a private federated learning model that can be effectively implemented in
intrusion detection systems in the internet of drones was proposed. In the proposed model,
each sub-network included several drones that trusted each other and at the same time did
not fully trust each other. Instead of sending its data to a central server to aggregate data
and perform deep learning operations, each sub-network trained the deep learning model
on its side and sent the model parameters to the central server securely. In this way, while
maintaining the privacy of subnets, network traffic was also reduced. The accuracy of attack
detection was significantly increased. Moreover, the speed of learning was increased and
the traffic overload was reduced. The proposed protocol for private learning of parameters
had a computational complexity in the order of n? and a communication complexity in the
order of n. The evaluation results showed that the model in federated learning model is
better than learning with the presence of a central server. Our suggestions for future
research are to use the secret sharing scheme, secure multiparty computation, data
exchange and storage based on the blockchain to protect the privacy of subnets and prevent
the disclosure of their cyber-attack information.
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