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The use of cyberspace has become very widespread among
communities. With the increase of internet usage in Iran and
worldwide in the social, industrial and banking fields, there has been
an increase in fear of possible resulting harm. Until now, power was
presented in four areas of land, sea, air and space, but today,
cyberspace has become one of the main areas of power very distinct
from other areas. Cyber power has become one of the foremost
concerns in the world and one of the most researched topics in the
fields of engineering and science. Cyber power is defined as the ability
to use cyberspace to obtain results and make an impact in other
operating environments. In this article, a conceptual model for cyber
power is presented. To this end, the macro dimensions and
components of cyber power were identified. In line with this goal, the
main components of these dimensions were identified and the
existing challenges and obstacles to establishing cyber power and
their solutions were discussed. Distinctive aspects of cyber power
with the concept of power in different areas were also discussed. The
main purpose of this study was to investigate the dimensions and
components of cyber power in order to achieve a conceptual model
for cyber power.
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EXTENDED ABSTRACT

Introduction

Cyberspace is the ever-expanding manifestation of communication and information
infrastructures and is a rich environment for exercising power and influence. All institutions
including national institutions, private companies and terrorist organizations place vital
aspects of their operations in cyberspace to benefit from the benefits provided by that
domain. Cyber space is balancing in the sense that it creates a balance in the national power
of countries. In fact, cyberspace provides protection and anonymity, and the possibility of
using and participating in virtual economies with little cost. This issue fundamentally
disrupts power equations. The main goal of this research is to identify the macro dimensions
of cyber power and its components. It is essential to identify these dimensions in order to
achieve cyber power and create a country's cyber power model.

Methodology

In this section, a conceptual model for cyber power is presented. The distinctive aspect
of this research is the introduction of new dimensions and components in the cyber power
model which are very important and should not be ignored.

Cultural dimension

In the cultural dimension, issues such as the transfer of values, identity transformations,
privacy, creation of new social demands, and generation gap which are related to the layers
of users and the content of the cyber space model exist.

Economic dimension

Economic power (or at least economic support by other powers) might be considered
as the most important dimension of a cyber power. Without financial resources, a cyber
power cannot pursue its ideology, attract people or create infrastructure.

Political and diplomatic dimension

The diplomatic dimension is necessary for the survival of a cyber power. No institution
in the real world can work without strong relationships with other institutions. Similarly, a
cyber power, however small, must maintain its connections with other powers, real and
virtual, for income, resources and diplomatic support, and indeed for its existence.

Information dimension

Cyber espionage is a type of cyber threat which means obtaining confidential
information by using the power of technology and without the permission of the owner of
the computer facility. Cyber espionage can be done for various reasons or to achieve
different goals.

An important point that applies to cyber threats is the role of the internet and the
existence of an internet connection for the realization of threats. That is, if the computer
devices are not connected to the international space of the internet, the possibility of threats
in the described forms is minimized, if not impossible.
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Military dimension

In the military aspect, the issue of cyber security becomes very important. Because a
country can attack the vital infrastructures of another country through cyber space resulting
in destroying cyber space or physical infrastructure. Many researchers define security as the
absence of threats, and for this reason, they believe that cyber security is possible in the
absence of major cyber threats to systems, as a result of which cyber information protection
will be possible.

People dimension

A person plays different roles such as a community member, system user, system
information owner, hacker or system information attacker. People are usually known as the
weak link in the information security chain.

Content dimension

Cyberspace is a suitable and very effective space for promoting ideology and
explaining different views to supporters and opponents. Today, the adoption of the
internet and new communication-information technologies has led to the emergence of
virtual space alongside the real world, and this has upset the equations and patterns of
traditional communication of information production, transmission and consumption
resulting in changes.

Critical infrastructure dimension

Cyber-physical systems are integration of computer systems and communication with
physical processes. There is consensus that it aims to achieve greater efficiency, reliability
and strength of physical systems, but simultaneously has been exposed to new security
threats. Unlike cyber systems, infiltrating cyber-physical systems does not necessarily
mean destroying them, but the attacker's goal is to cause physical damage and disruption
to these systems.

Conclusion

Cyberspace is a new battlefield where network packets can be sent almost
instantaneously across the globe to physical systems, including infrastructure systems in
the physical and cyber domains. The dimensions of cyber power can be divided into seven
cultural, economic, political and diplomatic, informational, military, social and critical
infrastructure dimensions. In the cultural dimension, issues such as the transfer of values,
identity transformations, privacy, the creation of new social demands, and generation gap
are considered related to the layers of users and the content of the cyberspace model. The
economic dimension is considered as one of the most important dimensions of cyber
power because it has a great impact on the continuity, stability and advancement of its
goals and ideals. This dimension is mostly related to the infrastructure and service layers,
although it is also related to the user and content layers to some extent. In the political
and diplomatic dimension, issues such as facilitation of the globalization plan, control of
information, transformation in the concepts of power, guidance and guidance of new
political sectors, transformation of the political space in the virtual environment, and
fraudulent-political people are deliberated. In terms of content, it is important to promote
ideology and explain different points of view to the audience. In the military dimension,
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the concepts of cyber terrorist, cyber warfare and espionage are expounded on. In the
social dimension, which is one of the most important dimensions, society, cyber
awareness and defensive spirit are prominent which are important to safety and
environmental, personal, social and financial resources. A person can play different roles
such as a community member, system user, system information owner, or hacker and
attacker to system information. People are usually known as the weak connection points
in the information security chain. Therefore, one of the important characteristics of users
that affects the achievement of cyber power is cyber knowledge.
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